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ABSTRACT 

This document describes the test bed creation and methodology used in the N4C field tests. The 

methodology has developed in accordance with experience gained from the (hitherto) three N4C 

field tests. The document provides an introduction to methodological steps and practical 

guidelines to eventually achieve Living Labs type of field tests covering the N4C tests 

background, technical choices, practical issues, theoretical aspects and the methods to approach 

the stochastic and other challenges on the test field. Several concrete contexts of use are presented. 

The goal is to build at least one sustainable and long term test bed that can be operated also after 

the 36 months project N4C has ended.
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 1. INTRODUCTION 
 

 1.1 Background and scope 

N4C, Networking for Communications Challenged Communities: Architecture, Test Beds and 
Innovative Alliances, is a STREP within the Seventh Framework Programme, theme ICT-2-1.6, New 
paradigms and experimental facilities. It is a 36 months project that started in May 2008. The target 
is situated in an overall vision for a future Internet that can encompasses not just users and 
applications in well connected regions but that, can also reach out to rural areas and, communications 
challenged communities in general. To achieve this goal N4C makes use of a range of 
communications access methods but, with a special focus on the evolving Delay and Disruption 
Tolerant Networking concept (DTN), the standards of which are being prepared within the DTN 
Research Group of the Internet Research Task Force [DTNRG] . DTN technology meets some 
specific goals for future Internet scenarios like methods of delivering information on global warming 
in sparsely populated areas and, providing means for including remote populations in the knowledge 
society. This dimension of the project places N4C in the FP7 New paradigms theme.  

N4C contains nine work packages, most of which are dedicated to so to speak “expected” core 
technical topics of an FP7 ICT project, such as software development, air-interface technology, 
system integration etc. Additionally, a particular tool for the N4C progression is the two project test 
beds; one in Lapland, northern Sweden and one in the Slovenian mountains of Kočevje. This 
dimension puts N4C within the FP7 Experimental facilities theme. It is interesting and inspiring, to 
be part of the New paradigms and experimental facilities work. When some decades ago, computer 
capacity started growing larger, cheaper and increasingly available, several scientific and technology 
research and development fields almost entirely left experimentation for computer simulation. 
Efficiency and capacity where positively affected. The internet additionally increased the 
accessibility of amenities for these purposes. Now, we have reached the intriguing point where 
networking and the internet itself has become a subject for experimentation. The situation is new – 
and N4C is part of discovering what ICT experimentation is. 

In a session during the Future Internet Assembly in Stockholm, November 2009, it was asked “What 
does it mean to conduct experimentally driven research”? In a preparative input, “How to apply 
experimentally driven research”, Professor Alostinioti representing the Specific support action 
FIREworks for FIRE (General Directorate F4, Future Internet Research and Experimentation), 
identified the scope of the question as a matter of five steps [Alostinioti09 ]:  

1. Experimentation as a methodology to achieve concrete results: where, how, when? 

2. The experimentation facilities as a service offered to R&D 

3. What are the metrics relevant to experimentation? 

4. The impact to standardization 

5. Large scale experimentation: requirements and limitations 

Also, Alostinioti’s presentation argued that “Experimentation is a mandatory step in the validation of 
new ideas”. This resonates strongly with the N4C logic. In the initial stage of starting the actual 
project work, the N4C Consortium determined that a spiral development model is appropriate to the 
structure the project; taking advantage of a number of discrete field testing opportunities where 
different ideas can be tried out and compared with alternatives. Solutions can then be refined or 
discarded in later trials depending on the trial outcome. The main questions brought up in the FIRE 
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context indeed make them selves reminded in N4C test bed creation and methodology. This 
document is a first stance to describe the work, from where further reflections and elaborations will 
follow.  

Regarding, the specific N4C activities that put their respective signature on the process and strategy 
choices, three aims are involved:   

• to test the system(s) developed in N4C (it is relevant to think in terms of plural systems as, 
for instance different routing strategies are tested) 

• to allow the verification of applications models developed in the project 

• to initiate deployment of the system(s) (this would be a lasting effect of successful research 
and development results) 

The last point brings to N4C’s close relation to long term end users of envisioned project products, as 
for instance a system for DTN enabled internet access in remote areas. SMEs with direct interest in 
the progress of DTN enabled services are partners in N4C and, the community in the Lapland test 
area has been actively supporting the establishment of the N4C project itself. In fact, community 
grass roots and local politicians have been involved already in building the project idea and, in the 
very tentative test set ups in this area that proceeded N4C. Better communications possibilities are 
top priority in the remote areas concerned[Udén2007, Udén2008]. The aim for the last N4C summer 
season tests 2010 is to achieve Living Labs type tests, involving community members, and other 
genuine non-project staff. As the technology yet is very experimental in itself (represents “future 
paradigms” of networking) this step will require strong and experienced teams and, challenge both 
the executive and the preparations skills of the teams.  

 

 

Achieving Living Labs quality requires putting focus on the use situation, as opposed to the 
technology.   

Combining this requirement with implementing novel front-line research results is the 
challenge of the concluding N4C summer tests 2010. 

 

 

It is also a goal that a lasting effect will be test bed capabilities in the two regions (the DoW 
formulation is more moderate, aiming at one lasting test bed). Ideally, offering a FIRE type test bed 
to research groups and ICT companies, possibly in combination with a Living Labs type of facility, 
could contribute to sustainable jobs and knowledge society inclusion in remote localities. Economic 
and organizational aspects of lasting test b eds and the exploitation of the projects’ results are 
investigated in direct connection to each work package’s research and development and, presented in 
Deliverables of work package 9 (see details on work packages below). 

WP8 has six deliverables, out of which one is a ‘light’ deliverables performed by all ICT-2 FIRE 
projects on two occasions, and collected by the FIRE coordination. Deliverables 8.2.1 and 8.2.2, 
“Communication with local community - Two (2) Local Work Shops” are part of N4C’s interactive 
community approach. As this report will demonstrate, the interaction with community and interested 

2



parties stretches far further from these two occasions. Deliverables 8.1, 8.3, and 8.4 are designated to 
report the sequential progress from test bed design, to creation and eventually results. This so to 
speak “mid term report”, D 8.3 “Test Bed Creation – Methodological Report” will be delayed with a 
few months, compared to expected delivery date in DoW. A decisive reason is that the “summer” test 
occasions are at this stage less kept to the summer months than was envisioned at the planning stage. 
It was needed to perform and document summer tests 2 (Milestone 3), before it was possible to 
produce this report. 

 

 

Del. 
nr 

Deliverable name Est. 
PM 

Due 
Month 

8.1 Preparation and Planning of Tests  with Technical start-up meeting 10 5 

8.1.1 FIRE Light deliverable Self-assessing the experimentally-driven 
character of research  

2 6,18 

8.2.1  
8.2.2 

Communication with local community - Two (2) Local Work 
Shops    

7 11 

8.3  Test Bed Creation – Methodological Report  23 17 

8.4 Test Results -  Documentation of test results from tests in Swedish 
Lapland and Slovenian Mountain  

30 34 

 

Table 1.1: WP 8 Deliverables, with estimated person months and due date according to the N4C 
Description of Work 

This document will evolve around the methodological steps that make the practical foundation, of the 
N4C approach to test beds and experimentation in test beds. Eventually, this refers to issues 1-3 as 
identified by FIREworks (above). This report, which can be characterized as a mid term summing up 
of strategies and procedures developed, provides a base for elaborations of the questions opened by 
N4C experience in relation to the FIRE and FIA coordinated discussions. One aim, is that other FP7 
ICT projects will find the report useful, should there be interest to learn about the nature of the 
concrete test activities in N4C. Standardization, item 4 of the above list, is very relevant to N4C, with 
pregnant representation in DTNRG and, production of standards drafts and documents. This is 
reflected in Chapter 2 of this report, Technical choices, though the deeper evaluations of standards 
issues are dealt with in the outcomes of N4C work packages 2 (System architecture) and 4 (Software 
for DTN and opportunistic networking). Question 5 is directed to federated test beds with significant 
capacity. The nature of N4C test beds as embedded in partly unsettled areas makes this item less 
applicable to the N4C case. Nevertheless, the intent is that N4C can develop to an extension of a 
more general federated future internet test. Our exploration of methodological test and 
experimentation topics develops in parallel to other FIRE projects. It is an ongoing effort to 
communicate around our own and other projects’ results and ideas, within the FIRE context as well 
as DTNRG and other groups and federations.  
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 1.2 N4C and Work package 8: Tests and validation in two 
remote test beds 

In this section, the organization of the test bed creation is described, with the terms used in the N4C 
Description of Work (DoW). To make the methodology understandable, it is necessary to position 
the test bed work in its context within the overall N4C structure. Thus, the roles of other work 
packages (WP) in relation to the test bed creation and methodology are also touched upon. N4C is 
organized in nine work packages, as shown in Table 1.2. The responsibility for the test beds is placed 
in a dedicated work package, number eight, “Tests and validation in two remote test beds”. The DoW 
estimation of total project person months input was 516, and work package 8, was estimated to 72 
person months.  

WP 
No 

Work package title Type of 
activity 

Person-
months 

1 Project Management MGT 28 

2 System Architecture RTD 77 

3 R&D pervasive applications RTD 69 

4 R&D software for DTN and opportunistic networking RTD 61 

5 R&D specialized hardware for DTN networking RTD 52 

6 Air-interface technologies RTD 66 

7 System Integration RTD 57 

8 Tests and validation in two remote test beds  RTD 72 

9 Dissemination  DEM 34 

 TOTAL  516 
 

Table 1.2: N4C work packages, their type and estimated size in the N4C Description of Work. 

 

 

Some of the output from WPs 2-7 is tested in the field tests of WP8 and, development of business 
models and other sustainability questions is done in close contact between WP8 and WP9 and, the 
sub section of WP2 that elaborates ethical, culture and gender equality strategies. The objective of 
WP8 is to validate the architecture and protocol developed in WP2, test the output from WP 3-6 and 
research the utility of DTN for  supporting economic activity in remote and rural areas (sparse 
networks) and several services/applications, all in large scale real-life situations. Tests shall, 
according to the DoW be carried out on  

• Provision of basic Internet services (email, web caching) to remote villages and places. 
• Setting up WMO (World Meteorological Organization) standard meteorological station using 

DTN to transfer meteorological data 
• Animal tracking 
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The partners of the consortium are found in Table 1.3 below.  

Partner Short name Country Lead of 
WP no 

Luleå tekniska universitet (coordinator) LTU Sweden 1 

Albentia Systems, S.A. ALBENTIA Spain - 

Universidad Politécnica de Madrid UPM Spain 6 

INTEL PERFORMANCE LEARNING SOLUTIONS 
Ltd. 

Intel  Ireland - 

The Provost Fellows and Scholars of the College of the 
Holy and Undivided Trinity of Queen Elisabeth Near 
Dublin 

TCD Ireland 4,5 

Northern Research Institute Tromsö AS NORUT Norway 3 

ITTI Ltd.  ITTI Poland - 

Instituto Pedro Nunes - Associação para a Inovação e 
Desenvolvimento em Ciência e Tecnologi 

IPN Portugal 7 

MEIS storitve za okolje d.o.o. MEIS Slovenia 8 

Tannak AB  TANNAK Sweden - 

Power Lake AB PLAB Sweden 9 

Folly Consulting Ltd.   FOLLY UK 2 

 

Table 1.3: N4C partners. 

 

 
Applications were included in field tests already during the first year’s tests (summer test 1 and 
winter test 1). Each application as well as architecture, air-interface, software and hardware 
assessment is described in respective deliverable from WPs 3-6. Furthermore, the business model 
development integral to WP8 is reported in the WP9 deliverables which assemble commercialization, 
implementation and business model questions that are relevant for several work packages. However, 
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all these are part of the test bed creation and methodology. N4C includes visions of eventually 
implementing the collected results in the test areas or similar scenarios, where internet access is 
otherwise not within reach. Therefore, it is reasonable to approach the tests holistically, targeting 
routing in parallel with applications. When approached via a real use situation, technical complexity 
becomes intrinsic. Nonetheless, this type of staging is contradictory to the ideal test and 
experimentation setting. The N4C strategies to handle this with regards to test bed creation and 
methodology are expressed in sections 2-7 below. The basic idea is that three generations of tests are 
performed in this three year project, in two European locations and with two tests for each 
generation; one summer and one winter test. The execution of these tests is documented as project 
Milestones, no 8.1 to 8.6. The first tests were performed already in project month 3, in July 2008, 
and the last test opportunity is reserved for the last months of the 36 months project. It was possible 
to start test operations early, thanks to earlier experience from DTN development and field tests 
among the project staff and advisors.  [Lindgren2007, Lindgren2008] The test plan is schematically 
portrayed in figure 1.1. The rhythm of the tests, including putting the first occasion very early, is 
decided by the test area conditions. For coordination purposes it was important to perform the first 
tests in parallel, why also the Slovenian tests started with the same sequence (Slovenian scenario see 
1.4).  

 

Figure 1.1:Sequence of test occasions. Summer tests (Sx) and winter tests (Wx) 

From the other WPs, selected input is channelled to the field tests and WP8 at each test occasion. In 
addition to this sequence of summer and winter tests new methodological requirements were 
identified. For assessment of;  

• some practical issues concerning equipment and software, and;  

• certain theoretical aspects of protocols implementation;  

the WP8 leadership found that it is necessary to have at least one use case more permanently running 
(as opposite to only sequential interval tests). The test scenario of setting up a standard 
meteorological station using DTN was the most suitable for this purpose, because the other two 
(provision of basic Internet services and Animal tracking) would make the task far more 
complicated. By the time of writing this deliverable, two such stations are operating rather 
permanently in Slovene test bed and the results are subject to elaboration. Also in the Swedish test 
bed, experimentation has involved more long term inputs. A small scale four nodes topography was 
set up for longer term trial February to June 2009 (test of protocol using web cam) and another that 
run from August to the end of December 2009 (wind, sun). 
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 1.3 Test bed scenario Lapland 

The location of the test beds are indicated in Figure 1.2 below. Each N4C test bed is embedded in a 
concrete, existent use scenario. The Swedish test bed is developed in conjunction with the every-day 
situation of an indigenous Sámi population of semi nomadic reindeer herders in northwest Sweden. 
More precisely, with husbandry groups who have their main summer grazing lands within Jokkmokk 
municipality. Members of this population, together with other engaged persons in Jokkmokk and the 
nearby municipality Gällivare have been key actors, for the processes that has lead to the 
N4Cproject.[Udén2007, Udén2008]  As result, the tests in this area are intrinsic with conditions that the 
reindeer herders control; the N4C tests in Lapland rest on active interest from members of these 
communities. As this population is semi nomadic, the test areas differ between summer and winter. For 
the summer, the traditional summer areas of the Jokkmokk mountain husbandry districts are chosen. 
Tourist cabins, and private cabins owned by reindeer husbandry households, are relevant points for 
“stationary” equipment. (This equipment is chosen to be non-intrusive and easily handled without 
requiring extensive resources, and is taken away after the season.) The area is mountainous; it lacks infra 
structure as roads and electricity and is not of interest to commercial Internet service providers or 
telecommunication companies. The population density in Jokkmokk is 0,01 inhabitants per square 
kilometer. During summer, tourists are attracted by the outdoor-life possibilities why the population 
grows. A deduction can be that maximum one thousand people at a time are present in the area covered 
by the N4C summer tests at one time. For the reindeer herders, the pristine character of the area is vital; 
it secures good conditions for the reindeer. However, as SME owners and citizens in the information age 
they are also dependent on communicating with the rest of the world on competitive terms. While 
mobile telephony access would probably be the first choice had it been available, for many people living, 
working and traveling in this area, satellite telephony is far too expensive to replace it. As not even 
satellite telephony is reliably accessible everywhere in the area, the test scenario is harsh and realistic even 
for the test teams.  

For the Lapland winter tests, the relevant geographical area can only be decided close to each occasion. 
As winter, contrary to summer, is suitable for working with the reindeer, the main scenario is however 
given; reindeer tracking. The calves are born in early summer, and reindeer are sensitive to warmth and 
easily get exhausted in warm weather. This makes summer and fall unsuitable. The test area will thus 
depend on winter grazing and secure conditions for the reindeer. The winter 2009/2010 has been harsh. 
Ice has developed that covers the lichen in the normal winter grazing locations. Thus, extra ordinary 
strategies have had to be engaged, as keeping herds in corals. The maximum distance between possible 
winter locations is 250 km. In the summer, generic services as e-mail and web access are targeted in the 
tests. In the winter, the particular interest is air interface and other detail solutions for reindeer tracking 
applications, and winter durability of equipment.   

 

 1.4 Test bed scenario Kočevje  

The Slovenian test bed is developed in conjunction with scientific equipment stations owned by 
MEIS storitve za okolje d.o.o. MEIS is a Slovenian SME that was established in 2007, by a team of 
professionals that had ten years previous experience in the field before taking the step to creating an 
SME. The primary work field is air pollution modelling, engineering and software development for 
environmental measuring systems. The region Kočevje is the hub of the tests. It is a sparsely 
populated area where one of MEIS’ stations is situated. Environmental and meteorological data are 
already fetched from this station on regular basis, as part of MEIS’ normal business activity. With 
the N4C DTN tests, new possibilities may open for transport of the measured data. Thus, the key for 
the Kočevje scenario is embedding the DTN tests in realistic use situations for delivery of 
meteorological and environmental data. The test set up descriptions (see sections below) will 
demonstrate how this is carried out. Because of the requirements on MEIS as commercial business 
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providing services in a science based field, one component that comes with the Kočevje scenario is 
the application of ISO standards. MEIS will apply ISO 9001 standard procedures to measurements 
collection within test bed in Slovenia to demonstrate the standard to other consortium members. 
 
Besides this close connection to a commercial service, the Kočevje scenario is an example of a 
sparsely populated European area that, displays the communications challenges that tend to 
characterize such locations. In these terms, the Kočevje test bed can be seen as a validation of 
connectivity and service concepts that previous to the N4C project where developed for the Lapland 
scenario. Also here, the landscape is mountainous though not as high mountains as in the Lapland 
summer area. Kočevje is situated in south-east Slovenia. After the Second World War it became 
sparsely populated - almost without settlements in the last 60 years. It is now mostly overgrown with 
forests. Only a few villages with poor infrastructure remain. While the settlements, contrary to the 
Sámi semi nomadic case are set, mobile outdoor life, such as hunting is central for the area. One 
example is hunting tourism. Another is forest surveillance. In sum, this makes it realistic in the long 
run, to set up the same applications for trials in both test beds, along with having parts that are 
location bound (animal tracking vs. meteorological and environmental data transport).    

 

 

  

 

 

 

 

 

 

 

 

 

 

       

     Kočevje,Slovenia  

 

Figure 1.2: N4C Test bed locations in Slovenia and Sweden 

 

 1.5 Other DTN related real life tests 

The results gained from the real life DTN test are needed in order to prove the usability of the DTN 
architecture and validate the results gathered from the research in a simulated and emulated environment 

Jokkmokk, 
Sweden
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in the labs. In this report we already mentioned the real life test in the  Sami network connectivity 
project. Other influential projects are: 

• University of Massachusetts Amherst developed a mobility test bed [DieselNet] that currently 
consist of 40 buses equipped with the GPS and wireless devices and embedded computers that 
can track mobility, AP-to-bus connectivity and bus-to-bus throughput.  

• The goal of the KioskNet project [KioskNet] was to provide variety of services such as email, 
remote health assistance, agricultural information, etc., for a communication challenged rural 
areas. Using a public transportation as data mules and a DTN store and forward principle with 
epidemic routing was used to transfer data from rural areas to a site with good internet 
connectivity. Developed software and hardware in the project was later successfully deployed to 
a rural area of south India and sub-Saharan Africa. 

• TIER research group [TIER] at the University of California at Berkeley is developing software 
and hardware infrastructure explicitly designed for use on the emerging regions. A TierStore 
solution was developed for to be used in areas with power constraint, intermittent connectivity 
as a distributed storage system. Prototype was deployed for syndicating radio station in Guinea 
Bassau. 

• United Villages Inc. established in the US is offering a commercial products that are based on 
the store and forward technology. The company was involved in several project 
[Firstmilesolution] and their software and hardware solution was deployed in Rwanda, 
Cambodia, Costa Rica and India. 

• The DTN architecture shows a high potential for use in the sensor networks. Project SeNDT 
[SeNDT] at a Trinity College Dublin used DTN technology for monitoring lake water quality 
and road-side noise monitoring. The Princeton ZebraNet project [ZebraNet] used ad-hoc 
wireless network to transfer collected data from the tracking collars on zebras. System was 
deployed and tested in Kenya. 

 

 1.6 Level of deployment  

This document, concerns the test bed creation and methodology within the frames of the running 
N4C project. As stated by the partners, the ambition is to establish conditions that allow a continuing 
test bed activity after the project has ended. In the development of business models that is carried out 
in work package 9, N4C has trialled three levels of business case deployment for the test beds. The 
levels include [N4C-D9.6.2Annex2]: 
 
Level 1: The test beds are just floating as a research platform i.e. on similar level as today. 

Level 2: Includes developing the DTN based internet access on level 1 to give the Sámi population, 
hikers’ and researchers Internet connections with DTN and on top of that level 2 will facilitate 
infrastructure for a small scale test bed for new clients from outside the initial consortium. 

Level 3: Includes developing the DTN based internet access so it can both provide network for a 
research test bed (Level 1 and 2 including to give Sámi population and hiker’s Internet connections) 
and on top of that develop the DTN based Internet access so it can be used in large scale federated 
test bed. 

A DTN test bed, as well as an N4C network that provides communications access to local inhabitants 
and industries, consists of two parts. The first is the communications within the DTN area itself. For 
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instance, this can be between reindeer herders’ camps or between tourist logs. The second is the part 
which is the actual DTN based internet access. This implies, in technical terms, the co-operability of 
DTN with the internet that is, that protocols co-work. In practical terms, the latter means that there 
need be gateways where the traffic from and to the DTN area can pass. For deployment levels 1 and 
2 the same level of DTN based internet access is needed. The same routines can be applied as have 
been during the N4C test bed creation. In the Slovenian area, the circumstances are more stable but, 
in the Swedish test beds, the distance between summer and winter locations is longer, and the 
operating providers, at the most remote locations tend to be less stable. For each season, the suitable 
Internet Service Provider (ISP) and means to connect to this provider have been identified. This 
routine is in line with the core idea of the N4C architecture, with its opportunistic mode. It allows the 
flexibility for a community or company that implements an N4C network to choose the optimal ISP 
as their partner/provider at each time1. For level 3 however, a long term internet connectivity solution 
with known capacity need be established. Additionally for level 3, standards and routines for DTN 
testing need be developed, including the pool of hardware and other equipment. One way to establish 
known internet access controlled by the test bed provider may be through the WiMAX solutions 
developed by the N4C partners Albentia and Universidad Politécnica de Madrid in work package 6. 

The test bed creation and methodology within N4C as such, has hitherto corresponded to 
implementation level 1. For the concluding summer tests 2010, setting up tests of Living Labs type 
will mean that the test beds correspond to level 2 that is, include services and access to populations 
and businesses. Access to trying out the network and services has been offered already from start but, 
during shorter periods. The summer tests 2010 will give an idea of how the DTN network can change 
communications for real.  

Additionally, even though the N4C consortium exclusively will test in the test beds during this time, 
the capacity will in technical terms allow “any” team to test applications and protocols. This 
corresponds to level 2. The expression “technical terms” refers to that the business terms and legal 
arrangements regulating the relations between test bed provider and user/costumer need to be 
reached, which is not a goal within the N4C project duration. To interest new users/costumers to 
engage in such negotiations after the project, convincing results from the N4C project are vital.  

                                                 
1  In accordance with the agreement in the Consortium, the data and instructions needed for setting up a 
network shall be made available through a wiki, available via the project website www.n4c.eu, during the time of N4C it 
is operated by Folly Consulting and Institudo Pedro Nunes (IPN). 
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2. TECHNICAL CHOICES

2.1  Introduction

The N4C tests as such, are planned and designed within WP8. On an overall level, the three 
summer and three winter tests, shall validate the architecture and protocols developed in the 
WP2, following the integration plan developed in the WP7. The relations between the work 
packages are sketched in figure 2.1.

The main input to the test is the output from WP2, WP3, WP4, WP5 and WP6 in terms of 
hardware and software solutions. In an “interim” section of WP7, such input is prepared for 
the field tests. However, a part of the output is tested and evaluated in the labs and will not be 
a part of the WP8 real life tests. From the other WPs, selected input is channelled to the field 
tests and WP8 at each test occasion. The flow principle is that WP2 is involved in particular 
via Tasks 2.5 System integration and real life tests preparations, and Task 2.6 Analysis and 
presentation of system integration and real life tests results. Task 2.5 is of interest here as it 
includes: “Establish the information to be captured during the tests (Basic operation of the 
system and information to be captured by the deployed system in support of each application 
to be tested.) Develop and forward to WPs 7 and 8 high level integration and test plan, and a 
detailed plan for the technical information to be captured during the integration/tests.” WP7 
System integration has a direct relation to WP8. In this WP, two parallel processes take plane, 
on the one hand a systematic approach to system integration reported through the WP7 
Deliverables, on the other the direct system integration that takes place as direct preparations 
for the tests in the two N4C test beds, principally by the same teams as perform the tests. 
Within the short span of the project time, 36 months, this concurrent strategy is necessary. 
The mentioned type of WP2 and WP7 work carried out in direct relation to each season’s test 
bed creation, is part of the substance behind WP8 Deliverables. 

.

Figure 2.1: Flows from different Work packages to WP8.
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Technical choices are made through a process of negotiation between the available standards, 
newly developed system architecture, system performance, best technical solutions and the 
currently available hardware and software solutions, limited resources and time constraints. 
All considered, in relation to the practical options and limitations of each test location and its 
use context. Hence, in some cases looking only from a theoretical technical perspective a non 
optimal technical choice needs to be made. 

2.2 Used standards, RFCs, Internet Drafts

Several standards guide our research process. Figure 2.2 shows the system overview and some 
of the used standards and internet drafts.

Figure 2.2: System overview with used standards and internet drafts

DTN Bundle protocol
(IETF RFC 5050)

TCP/IP Covergence layer
(draft-irtf-dtnrg-tcp-clayer)

Wireless LAN
(TCP/IP, IEEE 802.11)

ProPHET routing
Protocol

(draft-irtf-dtnrg-prophet)

Applications
Email, Webcahing, NSIM,..

API (application programming interface)

Underlying network stack

DTN stack
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2.2.1 Quality management ISO 9001

Where applicable, the development follows the guidelines of the ISO 9001 quality 
management standard for ensuring the quality of research process on overall level. The 
following diagram illustrates the quality management system that is based on processes and 
links between them:

Figure 2.3: ISO 9001 standard overview

A significant role in defining input requirements is played by users. Monitoring of the user's 
satisfaction is required to evaluate whether the system has met the user's requirements. The 
illustrated model covers all the requirements of the international standard ISO 9001, but on 
the presented figure all processes are not shown in details. The main phases and 
interconnections of the test bed creation and development processes are illustrated below: 

13



Figure 2.4: Test bed creation process
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For the particular requirements of the test bed implementation and test performance within the 
N4C project the above rules are very useful.

In general, all requirements, decisions, plans, corrections and deviations from plans (if any) 
are  recorded.  For  instance,  to  document  the  »user  requirements«  the  following  essential 
information shall be recorded: who is the »user«, what were the initial requirements, what 
were  the  requirements  that  developed  during  thel  phases  of  project  implementation  (for 
instance, winter and summer tests). In case of N4C plans the »users« are of different kind, 
from  the  Sámi  involved  already  in  previous  projects  (SNC),  to  tourists  who  by  chance 
participate  in  summer  tests,  to  the  companies  Tannak and MEIS that  are  partners  in  the 
project but, who also state »professional user« requirements for particular applications such as 
reindeer tracking and environmental data collection. 

From the  view  of  ISO9001  standard  the  requirement  of  »having  appropriate  records«  is 
fulfilled through several deliverables in the project.

The same is true for »monitoring of the user's satisfaction«: during the performance of winter 
and summer tests the results  are collected in several  forms. The results  are indicators  for 
user’s  satisfaction  evaluation.  Strictly  technical  results  are  monitored  and recorded in  log 
files. Next, the participants' impression is recorded in daily blogs during the tests. Finally the 
test overview is recorded in milestone reports and in the Slovene case the data collected are 
subject  to  a  quality  control  procedure  resulting  in  a  graphical  and  numerical  report.  All 
different types of reports represent a »record« according to ISO9001 standard. 

For the summer 2010 tests the »living laboratory« type of tests are planned. This is different 
from  the  previous  tests,  because  volunteers  will  also  be  involved.  It  is  reasonable  that 
additional records document their views. This may be in a form of »short notes« on site where 
volunteers use the equipment,  or a quick questionnaire.  Longer questionnaires or frequent 
evaluations are not appropriate as they can have negative influence (volunteers will refuse to 
participate in tests if they will be asked to write a lot). Ethnographic methods can also be 
used, as observation or participatory observation.

To summarise - ISO9001 standard like procedures are already successfully implemented in 
N4C project because all important processes, plans and decisions are recorded in structured 
documentation  (deliverables,  milestones  reports  and  detail  technical  documentation).  This 
documentation  also  fulfils  the  general  requirement  on  scientific  experimentation,  which 
should be documented in detail in order to allow external groups to use results, evaluate the 
quality of achievements or, repeat the experiment or part of it.

2.2.2 Environmental measurements
In the development of the meteorological equipment the standards of World meteorological 
organisation WMO are followed. This part is described in details in deliverable [N4C-D3.1].

For some of the measuring equipment also the standards for the calibration are followed. For-
instance for the radiological equipment the gamma dose rate measuring equipment is being 
calibrated according to the following standards EN 61010-1:2001, EN 550022:2006, 
EN61000-4-2:1995, EN 61000-4-3:2002, EN 61000-4-4:2004, EN 61000-4-5:1995, EN 
61000-4-11:2004 according to the provisions of EU-Directives 2006/95/EC and 89/336/EEC. 
The ultrasonic 2D anemometer has been calibrated according to standard DIN 50 049-2.2 that 
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is followed by DIN ISO 9001 standard. Some other meteorological sensors are calibrated by 
following standard SIST EN/ISO IEC 17025.

2.2.3 Bundle protocol specification 
The bundle protocol described in the RFC 5050 [DTNBP] provides a common  platform for 
development of software for use in the disruptive networks. It was first published in 2007 as a 
result of Interplanetary Internet research efforts. A bundle consists of series of contiguous 
data blocks that are transferred in a store and forward manner over the network. The bundle 
protocol uses Endpoint Identifiers (EID) for naming bundle destinations. 

The bundle protocol as an overlaying network uses various transport layers called bundle 
convergence layers. They can work over a standard IP stack using TCP or UDP protocol 
[DTNCL], LTP or any other link specific protocol.

2.2.4 PRoPHET protocol

PRoPHET is a probabilistic routing protocol [PRoPHET] that uses a history of encounters on 
transitivity to improve bundle delivery and to optimize use of network resources. It was 
designed for intermittently connected networks, where there is no guarantee that a fully 
connected path between source and destination exists at any time.

The PRoPHET algorithm relies on calculation of delivery predictability to forward messages 
to the reliable node. The probability is used to decide if one node is reliable to forward certain 
message to.  Three basic operations are used for updating delivery probability tables.

The first step is updating the probability metric whenever a node is encountered. This means 
that a node that is often encountered has higher delivery predictability than the others. 0 <= 
P_encounter <= 1 is an initialization constant. Usually it is set to 0.75. The following equation 
is used for calculating a new value:

P_(A,B) = P_(A,B)_old + ( 1 - P_(A,B)_old ) * P_encounter 

If a pair of nodes do not encounter each other during an interval, they are less likely to be 
good forwarders of messages to each other. Thus, the delivery predictability values must be 
reduced.  0 <=gamma <= 1 is the ageing constant, and K is the number of time units that have 
elapsed since the last time the metric was aged. Usually gamma is set to 0.98.  The equation is 
showed below:

P_(A,B) = P_(A,B)_old * gamma^K                              

There is also a transitive property in delivery predictability. This is based on the observation 
that if node A frequently encounters node B, and node B frequently encounters node C, then 
node C probably is a good node to forward messages destined for node A to. 0<=beta<=1 is a 
scaling constant that controls how large an impact the transitivity should have on the delivery 
predictability. Usually it is set as 0.25. Following equation is used for calculating a new value:

P_(A,C) = P_(A,C)_old + ( 1 - P_(A,C)_old ) * P_(A,B) * P_(B,C) * beta         
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2.2.5 Application  programming interface (API)
The initial idea of using the DBUS protocol as a common interface between the DTN stack 
and applications was discarded in the later process of software development, beacuse most of 
the  pre-existing applications were designed for a specific DTN implementation. When it 
comes to  DTN2 reference implementation, most of the applications uses „dtnsend“ and 
„dtnreceive“ application, while applications that uses PRoPHET implementation uses simple 
„DFTP“ application for transferring data.

2.3 Implementations

2.3.1 Guidelines for making implementations

Code stability
To build a reliable and autonomous network infrastructure, having a code that will run stably 
is crucial. As already showed in previous N4C summer tests and the foregoing SNC project, 
there is no guaranties that a code that runs stably for several months in the lab works as well 
in a test field. In field, code resistance will be challenged by numerous occasions of broken 
wireless links, unpredictable power outages, repeated restarts, broken file systems, all in 
combination with a diversity of hardware platforms. To prepare small scale tests outside the 
lab, but still in an easily accessible environment, before going to a test field, has proven to be 
a rewarding practice. There is an example that catches the situation beautifully: On a machine 
deployed in field, a single press on the reset button can cost a small fortune, while in the lab 
you will not even notice doing it. 

Portable code 
For building a big scale test bed it is important that software implementations support a wide 
spectrum of hardware devices and operating systems. This is especially important in case 
where one is building a dynamic (nomadic) mesh type of network where every participant or 
user is a part of the network itself. The main platforms that need to be supported in the N4C 
tests, include Linux for the embedded machines, gateways, and access points and, numerous 
Microsoft Windows platform based machines on the users’ side. A request for Windows 
platforms is relevant from the on-expert user perspective as these users are often familiar with 
this platform, while less aquinted with other platforms. Requesting this group of users to use a 
Linux platform would require training that they are not necessarily interested in.

Deployment
Only software that is easy to deploy and configure can be used for remote, large scale test 
beds. In these situations, deployment of software is not possible if the code requires lots of 
additional software and numerous libraries to be manually installed. 

2.3.2 DTN2 reference implementation
The DTN2 reference implementation is developed and maintained by the Delay Tolerant 
Networking Research Group [DTNRG] which is a part of Internet Research Task Force 
(IRTF). It provides a rich set of convergence layers, proven interoperability data, networking 
diagnostic tools and applications. 

After several years of development, the implementation has become quite big and complex to 
maintain. One of the main drawbacks of this implementation is that, at the moment it works 
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only on UNIX platforms. There is support for some dynamic routing protocols, but not as 
well implemented and this support will work only under certain conditions. 

The code stability was improved in the latest release (version 2.0.6). However, as it turned out 
during the last N4C summer test in 2009, code stability can still be an issue for building a 
reliable infrastructure.  In the future, more work needs to be done, on the dynamic routing part 
of the code and the overall stability.

A DTN2 reference implementation can be downloaded from the following link:
http://sourceforge.net/projects/dtn/files/

2.3.3 The PRoPHET implementation
The PRoPHET code implementation used within the N4C project is based on a legacy code 
from the previous SNC project. When the code was developed it was designed to be used only 
as a routing module for DTN2 implementation. Unfortunately when the code was developed 
DTN2 did not yet.provide an external routing interface 

In order to prove a DTN concept and test the PRoPHET routing protocol concept, a simplified 
non-standard DTN stack was added to a code at that time. Because the code is lightweight and 
can be used on many platforms (it is based on QT cross platform application framework), the 
implementation remains being used for testing the dynamic routing concept within the N4C 
project. The current implementation proved itself stable during the summer test 2009, where 
system using it worked completely autonomously for several weeks in a field installation.  

It is crucial for the future of this implementation, that a proper RFC5050 bundle protocol 
stack is added to the code.

PRoPHET implementation can be downloaded from the following link:
http://prophet.grasic.net

2.4 Static infrastructure vs. dynamic (nomadic) infrastructure  

Within the N4C project two basic approaches are taken for building a DTN infrastructure. The 
first is the “static” approach and the second is the “dynamic” or “nomadic” approach.

2.4.1 Static infrastructure
The idea behind the static infrastructure is to build a DTN backbone with static topology that 
covers each remote village (or other point, for instance hikers' camp) with the gateway 
connected to the Internet located at the edge of DTN area. The main data traffic routes are 
scheduled and predefined in advance. 

An advantage of this set up is that end users do not need to install any DTN software. The 
village router acts as a normal access point to which users can connect with their personal 
machines. The DTN specific network infrastructure is "hidden" to the user just as the basic 
operations of under-laying network protocols are in the normal use of Internet. 
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The drawback of this approach is that it does not take advantage of opportunistic connections 
because topology is static. In case that only the static routing of the data over the network is 
used, any change of  the network topology requires manual reconfiguration of the network 
routes. A possibility, is that this gives rise to business opportunities (installing and 
maintaining OSS).

2.4.2 Dynamic (nomadic) infrastructure
The second approach for building a DTN infrastructure is to use a mesh type network 
topology where each node in the network acts as an independent router. In practice this means 
that every  user with it's owns personal machine becomes a node and a part of the network. 
This allows users to use network services even when they are not connected to any node in the 
network. In this case the sent data will be stored locally until the node will encounter other 
node that will be able to forward data to the endpoint. A dynamic routing is required in order 
to efficiently and successfully route data over a multi-hop mash type of network.

An advantage of this approach is that when the density of the users-nodes  is high enough, 
network can operate without any pre-installed network infrastructure. The dynamic routing 
also allows the network to self heal and reroute the network traffic in case that part of the 
network goes down (e.g. in case that scheduled flight that is used as main carrier is cancelled, 
the tourist hikers that are walking towards the endpoint can be used as a data carrier).  

The major drawback of this approach is that each user that wants to become a part of the 
network needs to install a DTN stack implementation, the DTN applications of interest and, 
additionally need to configure his or her wireless network to AdHoc mode. This may be 
complicated for the every-day non expert user. 

2.4.3 Hybrid 

It is likely that we will end up with a third, hybrid infrastructure, that uses both approaches. 
With static infrastructure  we can cover bigger distances, main routes of traffic and provide 
better connectivity with lower delays, while dynamic infrastructure can be used within a 
village or a group of villages. The dynamic infrastructure can also provide a goo backup 
connectivity in case of collapse of infrastructure (natural disasters, wars zones).
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3. Documentation and Storage 
 
Tests gain a scientific value only if they are properly documented. The benchmark of such 
documentation is that also a third party reader shall be able to learn about and evaluate the 
tests outcomes, pitfalls and other lessons. 
 
N4C test documentation consists of several interconnected layers. 
 

3.1 Theoretical guidelines 

Firstly there are theoretical guidelines about how the consortium will plan the tests. This part 
is covered by this deliverable and previous deliverables [N4C-D8.1] , [N4C-M8.1] , [N4C-
M8.2-MEIS], [N4C-M8.2-LTU]. 

3.2 Practical guidelines 

For each particular part of the test implementation we emphasise the importance of planning 
in advance how it will be automatically documented. Automatic documentation is mostly 
covered by automatic logging of the software. The content of these logging files should be 
properly designed to include all the information for further theoretical analysis. This issue is 
covered in deliverables about integration [N4C-D7.1]. 
 

3.3 Algorithms descriptions 

Tests are done using appropriate software and following the scenarios of data transfer. 
The software itself consists of several layers. The description of this layers content is covered 
by several other deliverables from more theoretical ones [N4C-D2.1A], [N4C-D2.1B] to the 
ones describing the final applications [N4C-D3.1], [N4C-D3.2], [N4C-D4.1], [N4C-
D5.1].The scenarios of data transfer during the tests are reported and documented in tests 
milestones reports. These reports have both planning and reporting role. In the tests 
preparation phases the first version of test topology and data transfer means are being 
planned. But this may also change during the implementation phase as the circumstances in 
the field may require this. The final version of the milestone report covers all this issues. 
 
 

3.4 Tests documentation 

After the tests have been performed in the field several types of the documentation is 
produced. The overall description and evaluation of each test is given in the milestone reports 
[N4C-M8.1], [N4C-M8.2-LTU],[N4C-M8.2-MEIS],[N4C-M8.3-LTU] and  
[N4C-M8.2-LTU]. Notes from user interaction are included in the above mentioned 
documents. 
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3.5 Log files  

All the recorded log files from each test are uploaded into repository, where they are available 
for further analysis by all consortium members. All gathered log files the tests can be 
downloaded directly from the subversion (SVN) repository located on the following address: 
http://grasic.net/logfiles/ 
 
The log files are created separately for each day and type of event. From the in depth analysis 
of the log files will be later on possible to extract all the node encounters, encountering 
duration, route of each bundle inside the network, size and type of the bundle, deliverable 
probability of each node, transferred data size, node's system start-up and shut-down time, 
etc.. 
 
They are stored in a following folder structure: 
/country/year/season/period/node_name/log_type... 
 
Description of folder names: 
[country] “SI” for Slovenia, “SE” for Sweden, 
[year] “year” of the test, 
[season] “Summer” or “Winter” test time, 
[period] if the test location or the node's  topology was changed during testing season the logs 
should be stored in separated folders e.g. “W1”,”W2”,... 
[node_name]  node name used in DTN network 
[log_type] e.g. “log”PRoPHET logs, “list” for list of messages, “dtn” for DTN logs, etc. 
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4. STOCHASTIC AND OTHER CHALLENGES IN FIELD 
 

4.1 Introduction 

Applying the traditional view of experimentation, tests have scientific value if planned, 
implemented and documented in a way that allows reproduction in reliable way also by an 
independent scientific group. But, in the initial stages of discovery, developing a notion of the 
processes triggered in the experimental situation can be the desired outcome, more than the 
possibility to reproduce the tests, as the accurate measures for validity and reliability are 
perhaps not fully understood. Seen from the socio-economic viewpoint, ICT test beds are 
tools for exposing ideas and prototypes to the use and circumstances of the complex contexts 
they are designed to serve. Issues of validity and reliability exist within the overall idea the 
tests are part of. Putting the tests in centre, the N4C project can be described as in figure 4.1 
below: 
 

  
 

Figure 4.1: The field tests are envisioned as part of multidimensional interaction. 
 
As described in chapter 3, the N4C test beds are so to speak the last stations in shorter or 
longer, generally iterative sequences of research and development in several fields. The 
applicable technical test and experimentation criteria for each field is set and communicated 
from respective work package to the test bed executions (WP8). As indicated in chapters 2 
and 7, there are inevitably a number of negotiations taking place throughout this 
communication, where the match and accommodation to the field conditions offered by the 
test beds eventually decide what is taken to the field tests. However, there are details of the 
field test situation in it self which require specialized competence and, in the case of an 
emerging area of activity, as the case stands in an FP7 project, it is a matter of building such 
competence. Responsible for the WP8 “base work” to secure the quality of these aspects is 
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MEIS, LTU and Tannak. The ongoing methodology development is integrated in daily 
routines at scientific and research level through including participation in scientific discourse: 
 
MEIS – This SME “makes its living” from collecting and providing meteorological and 
environmental data to customers that demand extreme accuracy, including all aspects of 
validity and reliability. Among the customers is a nuclear power plant. MEIS also provides air 
pollution modelling, including for this customer. MEIS is certified ISO 9001. Three out of 
totally six staff at MEIS have doctoral degrees, including the owners. 
LTU – With respect to Computer Science the methodology of DTN field tests in the reindeer 
husbandry context, was first trialled in 2006 by then PhD student A. Lindgren and others, 
including present N4C staff. This has been reported in conferences [Lindgren2007, 
Lindgren2008] and will be further developed in coming papers and doctoral theses by PhD 
students doing their research in N4C.  
LTU – The first PhD theses ever on Living Labs was presented at LTU in 2008 
[Ståhlbröst2008]. This work will be implied in the planning and assessment of the Summer 
tests 2010. Gender equality and cultural sensitivity, are integrated topics at research level via 
the Division of Gender and Innovation at LTU, home of the N4C project management and 
coordinator already of the first Lapland DTN tests in 2006. [Udén2007, Udén2008] 
Tannak – Tannak has developed the real life embedded field routines of the Lapland summer 
and winter test beds. Making the test beds available for scrutiny, Tannak was on site host to 
the ExtremeCom ‘09 workshop http://www.extremecom.org/ where the international 
scientific community was invited to experience the N4C state-of-the-art on location. 
ExtremeCom’10 will be located to India with Himalaya. 
 

4.2 Validity and how to create a foundation for reproducible tests  

Chapters 2 and 6(5) describe how the N4C test beds are integrated in real-life use contexts. 
This inclusion and the relation between work packages and the overall vision of N4C as 
depicted in figures 2.x and 2.y are measures to obtain the validity of testing. In chapter 3, the 
strategies behind creating technically valid test beds in the given contexts are described. The 
dimension of validity are finally confirmed by the off line analysis of the tests results. It is 
measured by achieving or not achieving the test goals. Examples of planning for these goals 
are found in the N4C deliverable [N4C-D7.1]. In principle we are designing the test bed and 
the tests in a way to validate theoretical and practical achievements of the WP2-7 on the “real 
world” scenarios and applications such as collection of environmental data, web cashing and 
emailing. All of these applications are suitable for the future use in daily activities [N4C-
D3.1]. It is also important that these applications have practical value and are needed on 
several parts of the world; areas lacking viable ICT infrastructure.  
 
It is not doable to copy routines from labs when the technical tests are embedded in real-life 
field conditions. Field tests and experimentation, and thus the creation of test beds in this 
project, always has a both deterministic and stochastic nature. The deterministic part is the 
one that can be planned well in advance, from the means used to the people involved and the 
scenario of performing the test itself. But when the test starts in the field there are always the 
stochastic influences that may in the worst case even ruin the success of the testing process. 
For instance, electronic equipment can be ruined by batteries that are run dry. In our 
preparation phases we want to be prepared especially to the following stochastic tests 
components: 
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• Weather can cause several very severe problems that sometimes cannot be predicted. 
Some equipment is not designed for extreme weather conditions. Especially 
electronics are usually designed to work in room conditions. For field tests performed 
in the harsh outdoor environment it is required for the equipment to operate from very 
low temperatures -30 deg. C up to very high temperatures +40 deg. C. The housing of 
standard equipment can leak water during high precipitation season. Equipment is 
especially sensitive to rapid weather changes; temperature changes are the most 
critical. Dew point changes causes accumulation of small water drops inside the 
device which can seriously damage the electronics. 

• Field topography represents an unpredictable component of the tests. It changes with 
time, mostly dependent on weather conditions and seasons. This aspect is important 
for installation of automatic stations (e.g. environmental) and also wireless devices. 
Trees, for instance, can impact wind measurements and, can also put obstacles for 
wireless communications that changes with the season. In the winter they are almost 
“invisible” as the leaves fall, but in summer they can completely block transfer. There 
are many examples of very trivial obstacles that turn up and require decisions to be 
taken on-site, like finding hard rock where it would be needed to drive a wedge into 
soil to stabilize a mast. 

• Volunteers represent one of the most stochastic components. In practice it is difficult 
to assemble a large group of individuals prepared to spend their spare time for 
cooperation in tests. Effort are needed, to motivate them and then to qualify them for 
use of new technologies. Most volunteers are not familiar with open-source operating 
systems like Linux, sometimes they are not even familiar with the basics of the 
equipment like pressing a button for the hard reset of the computer. The software that 
is used for the tests is in the development form and it is mostly user-unfriendly. In the 
short scope of a STREP this is inevitable, however a detail to take notice of. 

• Wild animals make uncertain components of the tests, as most of the instrumentation 
is placed outdoors in rural environment. There are many different examples, from very 
trivial like the spider nests over the equipment or the dogs pissing on the 
instrumentation to more serious like the breakage of the housings and masts by larger 
animals or pecking of the illuminating devices by birds. 

• Working in a remote area without power infrastructure requires special attention 
when it comes to power consumption. This detail puts the test staff in the same 
conditions as locals of the area experience. Usually, one needs to bring one’s own 
source of power to a field campaign. So far, use of solar panels has proven the 
simplest and most efficient solution. Yet, generated power will drop down to 10% or 
less in cloudy weather. In the Lapland test bed one might count with having midnight 
sun, but the effect will be similarly affected during the night hours. This need be 
counted with, when acquiring solar panels. Another source of power can also be use of 
a wind power generator, although we have not gotten much power yet, due to low 
speed wind weather condition. The real drawback of the wind turbine is that it requires 
a toll and fixed mast, which needs to be carried to field. It is also highly likely that you 
will get no wind, when there is no sun available. In case of having a small storage 
battery capacity, one can use the excess of power to charge all the devices with battery 
and avoid using “sleep” power mode on laptops. 
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For outdoor workers and dedicated hikers several of the above mentioned complications are 
well known. Obviously, meteorological and environmental data capture will raise these 
issues. But, introducing the range of these challenges to field of networking experimentation 
implies exposure of hitherto largely separate traditions to each other. 
 
Further complications are raised when, the tests in this project are not only final tests 
performed to confirm previous theoretical and practical software and hardware 
implementation achievements, but also relatively short tests that are part of the process of 
development and serve as intermediate results that, are input to further process of 
development. This makes that not only the field conditions but the test input is not fully 
predictable, which in sum requires intense attention from field staff. However, this so called 
incremental growth of the tests complexity as described more in details in deliverable [N4C-
D8.1] and in chapter 3 above, is our way to ensure higher probability of final test success. As 
will be indicated below, the technical demands must be accommodated to the field conditions 
and, this inevitably is a process of building new practices. 
 

All of this and eventually also other threats to the creation of valuable data, and the solutions, 
are documented in the N4C WP8 milestones reports. The purpose is to cover as much details 
as possible to allow third party user to repeat and evaluate our tests. 

For the documentation we use several techniques. Pure text is not sufficient. We draw 
schemas, prepare photos and even make films of what is going on as these means all together 
can give the best description. For sure some information may also be missing, but we are 
trying to minimise these and through grow the richness of the tests description incrementally 
from one test to the following one. 

4.3 Long term operations for reliable research 

Short tests are natural starting points in every development process and are needed in N4C to 
step by step confirm the project achievements. But a disadvantage of short tests is that it is 
hard to predict long term reliability of the solutions. Therefore our aim is that part of the tests, 
during the second half of the project run in a permanent mode, for us to collect more 
experiences and results for final reliability estimations. For this, we identify applications and 
services that are, because of their nature, the most suitable to be tested in a long term 
operation. 

 

The following table covers common technical challenges that might occur during the long 
term tests, and the corresponding solutions or counter measures: 

Problem  or challenge Solution 
Drained batteries Batteries are important component of the systems. In some 

applications they serve as primary source of energy while in 
others as secondary source when the energy flow from different 
primary source (standard power line, solar panels, wind 
generator) is disrupted. They should often operate in very harsh 
environment with very high changes of temperatures. The 
capacities of batteries should be oversized because they loose the 
capacity with time. During the operation they must be 
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periodically maintained. 

Power supply issues The hardware implementation of the power supply should take 
into consideration at least two source of energy: primary and 
secondary. The secondary source of energy serves in cases of 
failure of primary sources, which can be very common. The 
nature of these failures is that they are often very short but they 
can cause serious problems all the same. For optimal operation of 
the power supply good software management is needed. 

Water resistance All housing of the equipment must be water resistant as even 
small drops of water can cause serious damage to electronic 
devices. Inside the devices some silica-gel can be used to disable 
the generation of small water drops developed from the vapour 
that occur in the case of large temperature changes. 

Loose mast Meteorological and, such as wind generator masts, must be stable 
and very well attached to the ground. All the sensors and other 
equipment on the mast must be resistant to vibrations. Also all 
installation must be made to resist different additional loadings 
and vibrations that can be caused by extreme meteorological 
conditions (strong wind, storms, snow and ice). 

Protection from wild 
animals 

Wild animal resistance must be ensured to protect sensitive 
equipment. The design should consider attacks from bigger 
animals that react to changes in their environment, and also to 
very small animals and bugs that can penetrate equipment 
housing from very tiny holes and start colonies inside. 

Reliable data storage Memory storage is an important component in DTN networks. It 
is used to store the bundles and log files. Corruption of memory 
storage can cause bad transfers of bundles or, even breakage in 
the path, in the case of chain networks. For tests a risk is that 
information from the log files is lost for further analysis. 

A database management system for the bundle storage should be 
carefully selected according to available computer resources. It 
should be able to restore itself in the case of unpredicted 
disruptions caused by failures of power supply, operating system 
crashes or malfunctions of the storage media 

Software issues Small memory leakage can be determined only during long term 
tests. Within the short term tests only bigger memory leakages 
can be found. They are very important because they can cause 
unpredictable problems during the tests. The memory leakage of 
one application can have serious influence on the operation of 
other applications. This is also a main reason for difficulties to 
determine a problematic application. 

Critical bugs should be determined as soon as possible to ensure 
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reliable tests. It is recommended to eliminate them by performing 
long term laboratory tests before going to the field. 

Operating system 
stability 

Only stable releases of operating systems should be used, in order 
to ensure long term stability. This can be achieved by using very 
well tested older versions and avoiding new release candidate 
versions. A stable release should be determined by performing 
long term laboratory tests before going to the field. 

Protocol configuration Settings and implementations of protocols must be carefully 
tested in long term controlled laboratory tests before usage in 
field. Some settings are also very sensitive to the embedded 
computer used (i.e. period of saving bundles to the storage media 
must be longer for slower devices).  

Wireless connectivity When setting up wireless equipment and antennas it is wise to 
avoid any kind of trees and plants or big metal objects.  High 
frequency radio waves are easily absorbed by the water 
molecules in the leaves, decreasing the range of the links. In 
practice this means that one will get a better radio link through a 
dry wall than small bushes. It is also important to use high gain 
antennas, because they will amplify transmitted and received 
radio waves without consuming more power. 

 

Table 4.1: Long term technical challenges 

 

The scientific tool for elaboration of the reliability is statistical evaluation. For the above 
enumerated issues the reliability will be analysed within the WP7 – System integration. To 
achieve statistically meaningful results it is important to produce big enough multitude of 
samples, as statistical methods can not be applied on one or two results only with small 
enough confidence interval.  

 

4.4 The human factor in field: guidelines for the security and well being of test teams  

In the N4C Lapland field tests, the non-local staff members find themselves in conditions they 
are not accustomed to. Therefore, it is arranged that local staff is responsible for seeing to the 
security and well being of the team. The capacity of the group to cope with the field 
conditions, weather changes and so forth, at the same time as there are high demands on work 
performance, is eventually crucial for achieving worthwhile results. The below list, has been 
created by LTU field test manager Mr. Fritz-Åke Kuoljok who is member of one of the 
reindeer husbandry families indigenous to the Swedish test area. 
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4.5 Safety Points and Well-being tips for field tests in Lapland  

Before tests: 
 

1. It is important that the field test leader is familiar with the test activities so that he/she 
can support in every way. Important to have pre-understanding of the problems which 
may arise.  

2. Locals and the Sámi village(s) concerned must get information in advance, about what 
will happen. Speak with the locals to find out where it can be possible to recharge 
phones and other details that may be needed.  

3. If the field test leader is the only person in the group who has local knowledge, there 
should be back up arranged, or someone who on short notice can be sent for.  

4. Equipment List are sent to those who will participate in the tests.  
5. Means of communication are arranged (cars for driving to test area rims, etc).  
6. Prepare the participants mentally on the problems and difficulties they may encounter, 

as bad weather, and what this can bring both in terms of travelling and their own well-
being, accident, problems with equipment, etc. ...  

7. Field Test leader / leaders shall have good local area knowledge, and be able to find 
their way in different test environments.  

8. A role of the Field Test leader is to give advice on how the test period shall be planned 
in order for participants to cope the whole period.  

9. Regarding suitable food supplies, the Field Test leader can be helpful with tips.  
 
Team members’ equipment:

• First Aid  
• Rain Set  
• Warm underwear  
• Warm clothes  
• Caps, mittens  
• Shoes for hiking 

conditions 
• Extra clothing  
• Food (coffee, 

cookies, important 
mood improver)  

• Mosquito repellent  
• Wet Wipes  
• Allergy Medicine  
• Painkillers  
• Hygiene articles 
• Spirit stove  
• Knife  
• Matches  
• Sleeping Bag  
• Backpack  
• Food  

• Water Bottle  
• Cutlery  
• Plate  
• Mug  
• Dish soap 
• Dish brush  
• Map  
• Compass  
• GPS  
• Camera 

 
Also remember: Tools that may be needed for tinkering and putting up the test equipment.  
Investigate what communications means that will be possible to access in field locations and 
the nearby areas - satellite phone, mobile phone, computer / internet.  
 
Safety points to remember: 

• Keep yourself updated about the weather.  
• No one must deviate from the group.  
• Check how the participants feel.  
• If various transport means are used; be informed about the transport company's 

 security regulations relating.  
• Backup person for a field test conductor if he/she becomes ill, or otherwise cannot be 

present.  
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Mood improver: 
 

• Ensure that participants are dry, regularly have something to eat and, that all feel as 
 good as possible.  

• Keep an eye of the physics of the participants and fix blisters right away.  
• Make coffee and serve sweets when things get tough when walking, or in storms.  
• Tell stories to offer distraction when things get tough. Show landmarks.  
• Arrange that participants have access to hygiene facilities.  
• Recreation Activities of various kinds.  
• Conversations to counteract stress - explain in advance what will happen if    

something goes wrong. Talk about this in a quiet and non dramatic way.  
• Make sure all participants feel involved and know they are noticed.  
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5. THE TEST BEDS IN THEIR USE CONTEXTS 

5.1 Introduction to test beds in use context 

As described in chapter 1, each N4C test bed is incorporated in a concrete context of use. 
Having focused on the technical details in chapters 2 and 3, this chapter will, not exactly leave 
the technical considerations aside but, nevertheless focus more on situating the test bed 
creation and methodology within respective use context. As lead example, we will use the 
Lapland test bed activities for general, public use situations. This enables full transparency in 
the description. Other test activities are tighter bound to business interests and thus not 
suitable for public description. It can be noted that, sustainability is intrinsic in the test bed 
activities. This is a consequence of the N4C idea: embedded in contemporary social and 
business contexts facing true ICT challenges, the test beds validate the project’s concepts and 
technical performance. This will inevitably be a question of worth beyond the project time. 
The topic is thus implicitly touched upon in this test bed creation and methodology 
description, as these contexts are here declared and made operational in test bed functions. 
We also aim to mirror here, the fact that understandings of implementation and management 
of the tested technology are given from experience gained during the field work, including 
meetings with non-staff (residents and other) in the test beds. However, it should be noted that 
user’s and context involvement is not a unique trait for WP8 why this document must not be 
understood as the complete N4C report on this type of subject (socio economic or, “soft” 
issues). For instance, the work behind applications development as such is reported by WP3 
and, the business side of sustainability is reported by WP9. 

5.2 Conditions decided by the context  

Starting from the use situation, as hitherto defined in N4C test beds, the infra structure is 
composed of three parts, if we regard the issue from the use context; 1. A gateway/connection 
to the internet (can also be several, depending on set up) 2. Mobile nodes that serve to 
transport traffic over longer distances, “in stead of” fibre or masts (often referred to as “data 
mules”). 3. Access points for services including gateways between the locale and data mules. 
These are, as suitable for each service and location, equipped with end user interfaces and can 
consist of different equipment as portable computers. (It can be noted that this is not exactly 
the way nodes are defined when starting from the technical point of view.) 
 
Explaining what this implies in more concrete detail, we use the Lapland test bed as example. 
The type three points (end user access points, to put it simply) are in the Lapland test bed put 
up in one of three locales: A private cabin, owned by a reindeer herder family, a tourist cabin 
owned and run be either the local tourism cooperative or the Swedish tourist federation 
(Svenska Turistföreningen, STF) or, a traditional tipi put up at either of these premises as is 
customary done for solving need for extra space. These seemingly small details are of 
immense importance for the N4C Lapland test bed. The reason is that some of the access 
point locations are within nature protected areas. This is a consequence of the local request for 
user relevance. However, the other side of this coin is that once started working in this 
manner one must continue to recognize that protected areas are ruled by specific restrictions. 
Above what is obviously prohibited, it is not allowed to carry out research in protected areas 
without communications with authorities. Such communication was initiated already prior to 
N4C by LTU and the Tannak owners together, the latter in their position as reindeer herders. 
This is of utter significance as the reindeer herders both are primary “owners” of the 
communications need case in the protected areas of Jokkmokk and, uniquely have the rights 
to reside there. Others are only allowed to travel and temporarily stay in the area. Without 
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being a direct concern for local’s communications needs the activity of N4C in Sweden 
cannot have the form developed this far and which is described in this document. To the N4C 
Consortium this implies that, test activities can and should be located differently at each 
occasion where this is motivated but, they cannot slide in terms of the set of services aimed at, 
or other essential topics of project content, and remain located to the area that has hitherto 
been the case.   
 
Nodes type 2 can be carried in backpacks by trackers, in boats or by other means. In winter, 
snow mobiles are used but during summer no motorized vehicles are used in this very 
difficult and easily disturbed Arctic terrain. Instead, the natural way to organize an effective 
capacity in the Lapland test bed is to put data mules in the helicopter traffic which is an 
integral part of communications in the area. This traffic is in synch with seasonal needs 
among the population and local businesses; quite frequent during the summer months but, 
close to non existent in he same area during mid winter. For practical reasons active 
cooperation with the company operating the helicopter tours is necessary (putting nodes in 
helicopters need approval but also concrete cooperation by the pilots). Thanks to the direct 
local involvement, N4C has established cooperation for this purpose. Herewith, circumstances 
are arranged, that are the likely case also after N4C. Helicopters obviously makes a difference 
for speed in the network but, special flights for data mule reasons is not a reasonable option 
both because of the cost level and because flying over protected areas is, not generally 
allowed. It should be noted that not all type 3 stations are included in the flight routes.  These 
are operated solely through walkers serving as “data mules”.  
 
Finally, also the options for internet connection are limited in a remote area. Different 
solutions have been utilized and, this has raised a certain level of complexity in the 
preparations and test connected system integration. For instance, a digital telecom network 
that was made accessible by its operator in 2007 and thereafter used for the first N4C summer 
tests in Lapland became inaccessible in summer 2009, just shortly before the test period, as 
the mast at the rim of the test area was taken out of service.  

5.3 Bench-marks  

The aspiration to create ICT for places beyond conventional infra structure using DTN, 
evokes two critical questions: 1. Do people really want the pristine areas and traditional 
cultures of these locations disturbed by modern communications? 2. Is it meaningful to build 
a network that does not offer real-time capacity? The concrete answers to  these questions are 
interesting for the tests, as they provide comparative data; the N4C results must be of interest 
to the population and offer something at least as good as communications present practices 
do. An answer to the first question is basically provided by the fact that N4C is built on a 
legacy of previous projects run by actors in the Lapland test bed area and, that locals are still 
active, for instance as partners (Tannak AB). But, this does not provide generic data for 
measuring the efficiency of N4C progress in the test beds. One can also ask, if it is only the 
few who are particularly technology oriented that care? A well known methodology for 
assessing access, needs and preferences is making a survey. But, the complications around 
such an effort and, as result the resources needed for securing that it is meaningful in 
scientific terms must not be under estimated. We have thus found that, step-by-step 
establishing a picture of the present practices is the preferable route.  This can be done via 
strategic contacts and insights gradually identified during the test bed work itself. We have 
thus gathered three categories of input, which can be referred to as present practice bench-
marks. In sum, the cases demonstrate that modern technology is indeed adopted when the 
opportunity arises to establish more effective communications, that the practices can be 
innovative and, that communications that are “delayed” are already part of these practices. 
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The question for a DTN network will thus be how much more opportunities that arise, where 
bottlenecks or other capacity issues create obstacles today. 
 
Note: Establishing bench mark data as well as generally the input for this chapter has been a 
process intensively involving WP2 as well as WP8. WP2 issues include gender and culturally 
sensitive technology design and, the establishment of input for and analysis of test set ups. To 
the latter two processes, the socio-economic and natural contexts are in the N4C case 
constituent together with the technical methodology and performance.  
 
 
Bench-mark input one: Helicopter traffic as communications service provider 
In October 2009 an interview was made with one of the owners of the helicopter flight 
company that operates the flights to the majority of the Sámi summer camps and tourist 
camps in the area which is core template for the N4C networking research.1 This owner is 
also one of the company’s chief pilots. During the interview it came through that the 
helicopter flight company is a communications provider for areas that are not served by 
traditional telecom and other infra structure. The below table is a result of the interview. It 
indicates practices that are well established. 
 
 
 
 
Helicopter company as communications provider 2009 
(existent practices in summer test area and nearby areas) 
Service Routine Frequency and occurrence  
Enabling 
picking up SMS  

The pilot brings mobile phones 
with helicopter from an area 
without coverage to a landing point 
with coverage, and back. If the 
person who owns the phone does 
not live at a camp where the 
helicopter lands or, she or he walks 
there from his/her camp. 

Occasionally used as service over 
the full summer period by singular 
user, for instance a host at remote 
tourist cottage. Est. frequency once 
a month.  
Regular at longer events as calf 
marking in summer, where many 
stay for a week and where flights are 
frequent (can be several flights per 
day). Up to 6-7 phones are brought 
each flight. 
Started 5-6 years ago. 

Transferring 
messages to and 
from summer 
camps #1 

A person calls the helicopter central 
and asks that a message is 
conveyed to a person in the summer 
land or, a person in a summer camp 
asks a pilot to call a telephone 
number and leave a message. For 
the communication link between 
helicopter and summer camp, radio 
can be used (walkie-talkie).  

Takes place each week during 
summer, about three to six times per 
week. 
 
There is no charge involved. 
Instead, people are aware about not 
burdening the pilots unless the 
errand is important. (Also valid for 
#2.) 

                                                 
1  The interview was performed at the office of the helicopter company by Dr. Maria Udén with the 
assistance of Field test manager Fritz-Åke Kuoljok, Luleå University of Technology. It was documented through 
notes taken by Dr. Udén. Themes and questions of interest had been prepared between Udén and Kuoljok prior 
to the interview but, the interview itself was carried out as a conversation with space for the interviewee to bring 
up content. 
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Transferring 
messages to and 
from summer 
camps #2 

Post, goods and food are regularly 
transported to the summer camps. 
The inhabitants write notes about 
needed goods. At these occasions, 
written instructions for messages as 
#1 can be handed to the pilots.  

The transport routes run three times 
per week. Frequency part of total 
number given in #1. 
 
This practice has a very long 
history. 

Charging 
batteries for 
walkie-talkie  

When the walkie-talkie came in 
use, the need to charge batteries 
occurred. The walkie-talkie  owner 
keeps two batteries and sends one 
with the helicopter for charging. 
The procedure can be part of large 
operations as when herds of 
thousands of animals are moved. 
Helicopters are used for creating 
overview and keeping the herd 
together. 

Used during summer. In winter the 
procedure is not needed as the snow 
mobile can be used for charging. 
The practice started about 20 years 
ago. 
 

Information 
about mobile 
phone coverage 

Tourists ask the pilot about mobile 
phone coverage in the area they are 
flown to. 

Once a day during tourist season/ 
summer to early fall. 

 
Table 5.1: Table of services, routines and occurrence frequency in 2009 

 
The above is the picture as seen from the flight company owner. Being owner and one of the 
more experienced pilots and, also well known with the population it can be expected that his 
knowledge of and participation in the routines is good. The company owns 6 helicopters 
today [Udén2009a], but all do not serve the established summer camps. Some also fly fishing 
tourists and other more occasional visitors. To estimate the overall frequency of the practices 
indicated a factor of between one and five can be used.  
 
 
Bench-mark input two: Established and emerging options in different summer camps 
Making use of the detailed local knowledge among the staff, a woman in her twenties, who is 
a member of one of the Jokkmokk reindeer grazing communities, was chosen as strategic 
interviewee for an investigation of presently developing communications practices. Since 
about five years the interviewee stays in the summer land three months each summer, which 
means she is among those who stay the longest. During one period she worked as full time 
reindeer herder but, is now building a career in a creative and communicative field and lives 
in a larger city (than Jokkmokk). [Udén2009b] The following is a summary of the “dry facts” 
themes in the interview. 
 
Regarding other options for distance spanning communications, each reindeer herder summer 
camp offers different options. Examples are:  

• Radio communication with one other camp which is in line of site 
• Mobile telephony access (generally not the case for the test area) 
• Satellite telephony access  
• Contact with and via local air transport company enabled via radio when helicopter 

flies over one’s camp 
• Contact with and via a local air transport company enabled via presence at landing site 
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Limited possibilities to charge batteries make that equipment cannot be expected to be turned 
on other than occasionally or, at the most for a few hours each day. For satellite telephony, the 
cost level adds to the need to be careful.   
 
There is no hierarchy, starting at either end of the above list, so that if there is access to radio 
communication with one other camp, there is also access to mobile telephony, or the other 
way around. One of the options, a combination or, none of them can be real in a camp and to 
each family in that camp. As among other groups, there are differences between families’ 
situations (economic circumstances, health status, personal choices, etc). In a camp where 
satellite telephony is the reasonable means for communication, for each family that has a 
satellite telephone, two to three additional families have access. However, this does not imply 
that all families in the camp have access.  
 
Bench-mark input three: The ICT equipment of the reindeer herder 
Rating the key ICT equipment used by the reindeer herders in the area where N4C works, 
LTU’s field test manager, reindeer owner and herder Mr. Fritz-Åke Kuoljok concluded that 
the walkie-talkie is the number one device. The walkie-talkie is used for communication 
between the herders in work situations as moving the herds, searching for stray reindeer and 
other situations where decisions must be made instantly. Number two on the list would be the 
mobile telephone. It can be concluded that this device, linking all calls via masts, does not 
offer the same possibilities to communicate within groups at remote locations that the walkie-
talkie does. Additionally, in many areas there is no access to the relevant networks. However, 
its evident strength is that it gives access to wider geographical areas and broader choice of 
addressees.  
 
The interview with the helicopter pilot referred to in bench mark case 1, suggested that the 
most asked for technologies are those that provide direct voice communications, which is also 
indicated from Mr. Kuoljok’s appraisal. For the pilots and the air flight operations, security is 
the key issue, but also the ability to optimize the use of helicopters and make use of business 
opportunities that arise with short notice.  
 
Certain improvement of for instance systems for booking seats in helicopters can probably be 
achieved via DTN applications and services. However, from this bench mark, it is clear that 
radio and real time wireless communications have major importance. 

5.4 Interaction with local community, other non-staff and the locations 

The interaction with non project staff in the Lapland test beds has two dimensions; on the one 
hand planned activities, on the other hand spontaneous and unforeseen interaction and 
feedback. The same can be said with regards to the test bed environments; the natural and 
infra structure context of the geographical area where the tests are performed. Before each test 
occasion the team prepares for the expected conditions, as cold weather during winter, long 
distances in the summer test area. During the team’s presence in the test locales response arise 
from the test context. This can lead the team to adapt new ways of thinking and working, in 
details as well as regarding higher level issues.  
 
The formal interaction with local stake holders and communities contains three dimensions: 

1. Through the composition of the Consortium and test staff, there is direct involvement 
of stake holders from the local context in the planning and execution of tests. LTU 
has, to support the community inclusion process in the Swedish test locale employed 
as field test manager a local person with experience from both reindeer husbandry and 
community ICT use, Mr. Fritz-Åke Kuoljok. In both Slovenia and Sweden, the timing 
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of tests, the sites for test equipment, suitable interfaces for different types of 
interaction with local community and business cases are decided by the local partners, 
and for the Swedish site from Summer test 2009 also Mr. Kuoljok. These processes 
are natural parts of all test planning and their outcomes are reflected in test set ups and 
other outcomes..  

 
2. Starting from the first, parts of summer test set ups has served as interfaces with local 

community and/or other non-staff e.g. visitors in the locale. The input hereby received 
is collected by MEIS, Tannak and LTU’s PhD students and feeds into on the one hand 
test planning for next generation of tests on the other the “technical” and business 
model development in other WPs. For instance, during the first tests in Sweden 2008, 
an internet café was organized by Tannak with technical assistance from LTU in a tipi 
close to tourist station in Saltoluokta, which is in the grazing land for the reindeer 
husbandry community that the Tannak owners are members of. (The winter tests are 
more confined to business applications and certain testing of set ups in winter 
climate.)  

 
3. To include wider circles of citizens and stake holders at local level, including 

strategically important groups, the N4C team is involved in appropriate information 
streams/social and business networks and, participates in meetings. For reaching 
broader but still target audiences the strategy is to present N4C and the test activities 
in meetings organized by well known and established actors. The purpose is on the 
one hand secure that there is first hand communication between N4C and wider 
groups of local stake holders, on the other to build a feeling of local “access” to the 
test teams that prepares for good communication processes also in situations more 
directly connected to the tests as such.  

 
The above items two and three work is performed by the main test bed organizers MEIS, 
Tannak and LTU, and also PLAB as business models development and dissemination key 
actor. Obviously, the capacity for this type of work is larger at the Swedish site, as three 
partners are able to participate actively at virtually every-day basis, including one university 
(LTU). This is mirrored through more complex documentation and involvement with local 
stake holders, including local triple helix actors  [Johansson 2010]. Yet, in practical terms 
major impact is achieved by MEIS, thanks to genuine involvement both with its regular 
business and scientific partners, and the local community.  
 
Additionally, the presence in field yields several dimensions of input and interaction. It was 
proved during the first two N4C summer test in 2008 and 2009 that in almost every Sámi 
camp one can find a person that is skilled with using a radio links, harvesting natural sources 
of energy (using a wind turbine, water turbine or solar panels), fixing gas power generator, 
working with helicopters, handling different kind of machinery (snowmobiles, trucks, 
motorbikes, quads,...) or predicting weather conditions. Says PhD student Samo Grasic, LTU, 
already a DTN field test veteran since he participated in the first DTN field tests in the 
Lapland area 2006, as undergraduate Computer Science student: “It is always wise to ask 
locals about a good spot for placing the equipment. Doing this you are showing your respect 
to them and the land that they use. At the same time this will help you for instance, not to 
mount solar panels in a place where there is shade for the most of the day or put the 
equipment in a place that will be flooded in a wet season.”  
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Spontaneous and unforeseen feedback is part of the result from field presence. Ideas about 
how to build a network are challenged; the spiral of research and development gets input. We 
can look at two examples: 

• In the 2009 summer test LTU tested a new design of node's enclosure. To enable set 
up of the node on a field by people/staff that is not technical specialists, complicated 
wiring was simplified with use of plugs and connectors. Standard 12V car outlet was 
also added, so that we were able to charge our equipment when we had excess of 
generated power. Although, user friendly outlets seemed like a good idea, it brought 
some new problems. When we left the node operating alone in Staloluokta, a site with 
comparably many tourists because of its tourist cabin, some hikers were using this 
outlet to charge some of their own equipment, and discharged our battery. This 
happened despite that the equipment was placed away from the tourist cabin and 
wrapped in a non transparent plastic bag. To make the situation even worse, someone 
unplugged the solar panel for more than a week for unknown reasons. As a result, the 
main battery was destroyed.  

 
 
 

• On a traditional Sami gathering (marking of the reindeer) in the beginning of July 
2009 an interesting practice of using store and forward routine was observed by the 
local test field manager. The location is deep in the mountain area and it is not covered 
by any cell phone signal. However, the Sámi people had found a way how they can 
use their cell phones. They write short messages (SMS) and, after agreement with the 
pilots, put their cell phones at the back trunk of the helicopters when they land in that 
area. Before the night the helicopters will fly back to their helicopter bases, and these 
are in locations with cell phone coverage. During the night the cell phones are left in 
the helicopters, allowing to send out and, potentially receive new messages. The next 
day, people can pick up their phones with fresh short messages when the helicopter 
will land in again. 

5.5 The detailed level of interaction in field tests 

5.5.1 Culture and gender in the local context 
It is important to learn and respect the culture of each local community. For the Lapland test 
site, interacting with the indigenous Sámi community challenges the every-day perception of 
the typical European or “western” technical or scientific staff. Except the major importance 
played by the N4C Consortium design and staff strategy, focal learning opportunities are 
organized: 
 

• Lectures by Sámi scholars specialized in Sámi culture and the meeting between 
minority and majority in modern society where arranged for the whole Consortium at 
the project kick-off in May 2008 (two lectures: Gunvorm Guttorm, Sámi design and 
Ylva Jannok, Sámi mathematics) and in connection to the Extreme Com workshop 
2009, where N4C was local co-organizer via Tannak and LTU (one lecture: Asta 
Balto, Sámi culture). 

 
From interaction with local population the test team learned the importance of details: Do not 
place equipment to close to any sacral objects such as churches, church bells or walking trails, 
although is seems like to be a best spot As mentioned above, the inclusion of local Sámi in the 
Consortium and staff impacts all major decisions.  
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When in field each test team member must be aware that also seemingly small decisions may 
be of relevance for community members, either in practical or symbolic/value terms. A talk 
with locals will help and even a small gesture can make a big difference in communication.  
 
The gender mix in the N4C test bed team, raise the quality with regards to local community 
interaction and cultural respect, as in all societies, men and women partly have different 
experiences, value experiences differently, and carry different knowledge. In technical 
research and development, it is difficult to achieve a 50/50 mix of participants as fewer 
women have technical education. However, the core test teams of N4C have a somewhat 
more gender equal character than can be expected from the “average” situation. Both MEIS 
and Tannak are small companies with working owners. MEIS is owned by one woman and 
one man, while Tannak is owned by two women. Additionally, the PLAB staff and LTU 
project manager who both participate actively in community communication are women. 
While the mere presence of women in staff and leadership does not automatically lead to 
inclusion of women or of women’s view points in the overall processes, it is helpful for 
situating the presence and activities of the test teams in spheres that both genders have access 
to. For instance, when introduced by a mixed team of locals, use of network and services can 
be understood as something that takes place in the family setting, which in this context 
implies that it is open for both genders and all ages. [Bonder2007],[Gurstein2007], 
[Gurumurthy2003] 
 

5.5.2 Determination of critical parts – infra structure as part of the context 
Being vital in any real life test, it is even more evident for field locations that is when tests 
take place beyond roads and even telephone access that detailed planning of the procedures 
are needed before every test. It is important to find and evaluate the critical parts of the test 
and prepare backup plans if the vital part in case something fails. One vital item here is the 
mere awareness that all cannot be foreseen and that one accordingly cannot build the test 
execution on a very tight time schedule. The importance of this was proved during the 
summer test 2009 when in the Swedish test site, the internet provider decided to shut down 
their base station in Ritsem, which is at the rim of the test area, and that we had used during 
2008. This was done without any notification to the users. (Investigations among the local 
Sámi revealed that it was not only the N4C team that was taken by surprise.)  
 
One can learn something practical about testing from this example: In case the team had not 
started pre tests a few weeks in advance to the more intense period, where several teams 
would meet up, exactly in order to try out how reliable internet connection we could achieve, 
the summer test would have failed. This would have been the case even if the DTN network 
was working well, as part of the tests must evidently be the communication between the DTN 
and legacy internet. Even if certain critical sub tests could in technical terms have been 
performed later on, the costs of keeping staff at the test locations for longer periods soon rise 
to unrealistic levels. This component is critical also for the Slovenian tests as MEIS as SME 
cannot keep staff for the DTN test purposes only for longer time. Obligations to customers 
and other projects cannot be allowed to be endangered. 
 
Also from an epistemological point of view, one can establish that the above process makes a 
point of interest. The infra structure situation is an “actor” in the tests’ performance and 
shapes the learning and further strategies that the staff members develop, all in accordance 
with their requirements (as being an engineer, technician, SME leader, PhD student…).  
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Another example that illustrates the duality of practical and epistemological learning: In the 
Lapland tests, most of the test participants cannot communicate among each other during the 
actual tests. There is no communication infrastructure available, except actually walking or 
otherwise travelling to meet in person, which is generic to all locations of the test set ups. 
Obviously, the main idea is that the test bed itself will provide a way of communication for 
the users, but this is only after the network/platform is set up, tuned in and adjusted. The 
practical conclusion is that detailed planning of the test procedure is needed. All coordination 
of test procedures needs to be done in advance. The epistemological insight is the same as 
gained from the example above: infra structure interacts with the technical teams in forming 
the tests. The planning and preparations are enabled by distance spanning solutions while the 
situation in field is defined by physical distance. 

5.5.3 Nature as co-actor in field tests 
With computer simulations but also in office spaces, and in laboratories, humans create 
environments that are largely possible to control. Indeed, this is in no major revelation. 
Essentially, the rationale of erecting a building (for instance a home) is the creation of a 
controlled environment. Only that this is self evident and thus easily forgotten or overlooked, 
in particular by us who are seldom exposed to lack of the type of very effective control 
modern buildings provide. When leaving this type of environment for field tests, the test team 
is “again” exposed to challenges we normally can expect are “ruled out” by the built 
environments and the fact that many people are engaged in keeping this environment “tidy” 
and “in shape”. Weather and wind, and all the facets of nature become explicit co-creators of 
our experience and thus eventually of our calculations. This is described for instance in 
chapter 3.1 How to create reproducible research and development in field tests. Here, we can 
emphasise that the response to equipment and tests that “nature” produces includes the 
activity of animals. Wild animals as well as domesticated make uncertainty components, 
because most of the instrumentation is placed outside in the rural environment. There are 
many different examples from very trivial like the occurrence of spider nests over the 
equipment or, comical episodes like the locals’ dogs urinating on the instrumentation (nature 
making fun of us, to keep us from getting too big-headed?), to more serious as the breakage of 
the enclosures or masts by larger animals or pecking on the illuminating devices by birds. 
This interference by animals is handled by the test teams as can be expected; one learns and 
tries to design more robust next time. For epistemological reflections, it is interesting to 
highlight this aspect in terms of the “new realisms”. A pioneer in the field, Donna Haraway 
[Haraway2004]  brought forth that the interaction between animals and humans has not only 
resulted in re-creating animals (domestication) but also humans (for instance; the inclusion of 
dogs as working partners in our economies affected the way economies developed). In the test 
bed creation the N4C team “re-experience” and thus become aware of aspects of technical 
design that come from the need to calculate with not only nature in its “grand” aspects as 
weather, wind and climate but also its many micro aspects including the activity and response 
from animals (Italian-Australian philosopher Rosi Braidotti terms this latter dimension zoe 
[Braidotti2006]). Obviously, a central aspect of cultural differences is how relations to nature 
and animals are interpreted and organized.  
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6. TEST SET-UPS 2008-2009

6.1 Software and hardware  testing

Aim of the first summer test was to check and evaluate parts of the software  that was 
developed and used in the previous SNC [SNC] DTN related project. It was also a chance to 
introduce DTN technology to the partners that didn't work with DTN technology before. Two 
test with simple topology were done on test fields in Slovenia and Sweden. The tests also 
pointed out all the main problems from the hardware and the software perspective. The 
summer test 2008 is described in details in milestone report [N4C-M8.1].

Figure 6.1: Node design from the first summer test

In the summer test 2009 partners had a chance to test software and hardware in a bigger scale. 
Most of the old software was either replaced or updated. At the same time some new services 
like podcasts, web cameras, web-caching on request and meteorological data were introduced 
to users. On a hardware level, most of the static nodes were build-up from the scratch using 
new hardware solutions. The overall description the test is given in the milestone reports 
[[N4C-M8.3-MEIS] and [N4C-M8.3-LTU].

Figure 6.2: Node design from the second summer test
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6.2 Long term tests

In order to test the system reliability MEIS decided to make a long term test in Slovenian test 
site before, during and after the summer 2009 in a more controlled environment. They are 
using nodes mounted in a stuff cars as data mules and the data from meteorological stations 
and radiological probes as data traffic. This allowed them to find and eliminate hardware and 
software problems during the test. At the same time this kind of test will provide enough data 
and rich set of log files that can be later statistically analysed and evaluated. The overall 
description the test is given in the milestone report [N4C-M8.3-MEIS].

Figure 6.3: On-line data and delay statistic

6.3 Tests in a remote areas

Two summer tests on a Swedish site in 2008 and 2009 were done in the Padjelanta area in 
northern part of Sweden. The Staloluokta village were we set up one of our nodes is 60km 
away from nearest road and it lays in the middle of the mountains. It can be accessible only by 
the 4 days long walk or a half hour helicopter flight. The electrical power or any kind of 
cellphone coverage is not available.

Figure 6.4: Node mounted in remote area
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Hence, it makes it a perfect place to test hardware and software robustness of our DTN 
system. In 2009 LTU, TCD and Folly set up and tested their DTN services. Nodes mounted 
on a two helicopters that are daily flying to this village were used as a data mules that carried 
bundles to a helicopter place were a DTN border node was placed.

In order to keep the system in village alive batteries, solar panels and wind turbine generator 
were used. Generated power was logged form both sources for later evaluation.

The overall description the test is given in the milestone reports [[N4C-M8.3-LTU] and 
[N4C-M8.3-LTU].

6.3.1 Autonomous system test

One of the goals in the summer test 2009 for LTU was to set up a system that would work 
completely autonomously on a remote field. After the system was developed and tested in the 
lab, LTU team went up to the Swedish mountains several weeks before other partners joined 
the Swedish part of the summer test.  An node with the webcam and a temperature probe that 
was mounted in Staloluokta. After that webcam images and temperature graphs were 
automatically transferred over a DTN system directly to N4C web server for several weeks 
without any human intervention needed.

Figure 6.5: Web-cam image transferred from Staloluokta

The overall description the test is given in the milestone report[[N4C-M8.3-LTU].

6.4 Test in a winter conditions

The first  N4C winter test in 2009  was focusing on the use of the equipment in a temperatures 
well below zero. Folly consulting tested an embedded node that was protected from the cold 
with the reindeer skin, NORUT did some investigation how the wireless connection range 
changes when ground is covered with snow and LTU tested  few different types of batteries. 
The overall description the test is given in the milestone report[[N4C-M8.2-LTU].
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 Figure 6.6: Reindeer with a tracking collar

Tannak also preformed a small scale test of their reindeer tracking system on the reindeer, 
while UPM was testing their kinetic power generator that uses reindeer movement.

6.5 Remote access to the test field

After some  serious problems with DTN mail server and black listed IP addresses during the 
first summer test. LTU decided to test new approach for connecting DTN to the internet. 
Gateway on a field was replaced with a border node and moved to the LTU lab. To connect 
remote DTN border node and a gateway a VPN connection is use. This allows easy 
administration of the gateway and gives you a chance to control a border node remotely. This 
topology was first tested in the winter tests 2009 and used in later on. The overall description 
the test is given in the milestone report [N4C-M8.2-LTU].

 Figure 6.7: New topology using a VPN remote connection
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7. THE TEST PLANS FOR 2010 AND 2011 

7.1 Three test occasions remaining 

In the moment of preparing this mid-project report on test bed creation, three test occasions 
out of six remain (WP8 Milestones). These are: Winter tests 2010, Summer tests 2010 and 
Winter tests 2011. The plans for Winter tests 2010 and Summer tests 2010, are described 
below 
 
Regarding Winter tests 2011, in the N4C DoW scheduled to just a few months before the 
project ends, the idea is that this last occasion shall be designed based on decisions taken after 
the preceding Summer tests 2010. They can be moved to a slightly earlier occasion during 
autumn 2010, in order to give more time for analysis of results. On the other hand, the main 
interest may be to verify very specific details that take further technical development before 
testing which, would lead to “as late testing as possible”. The issue is open. Thus, this report 
cannot indicate the Winter test 2011 schedule or content.  
 

7.2 Winter tests 2010 – Milestone 8.4 

For the Winter test 2010 (Milestone 8.4) the plans are: 
 
Slovenia: From the time scale point of view there are two types of tests performed in the 
Slovenian test bed. The first type of tests are on-going tests that started from winter test 2009 
and will be continued until the end of the project, exactly to the last winter test 2011. These 
tests are performed to determine the limits of the equipment and software that can appear only 
in longer period of operation. So far in this type of tests two meteorological stations are 
tested. An illustrative example of such limit is solar power supply that can be tested only 
when proper environmental conditions appear like longer period of very cloudy weather 
during the winter time. During the tests performed until now it was determined that not only 
weather can affect the solar power supply. Other very important factor is also maintenance of 
the equipment. In particular the snow must be manually removed from the solar panels in 
winter time because the snow that blocks the sunlight cannot melt when low air temperatures 
are present. Another example from the software point of view are very small memory leaks 
that can be determined only when the software is operational for longer period of time.  
 
In the next winter test 2010 another third meteorological station will be added. At the 
beginning it will be located at the same position as one of other two stations to verify and 
validate the equipment and measurements. 
 
The second type of tests are short term tests that are performed each winter and summer. For 
the winter test 2010 several nodes with gamma probes will be activated at several different 
locations as it was the case from the last summer test 2010. The same equipment will be 
tested again in winter conditions. 
 
The main focus of the winter tests 2010 will be on testing the DTN2 reference 
implementation. For the usage on Windows based systems virtual machines will be used. In 
this first test of DTN2 only static routing will be used which is sufficient for the requirements 
of meteorological data acquisition. The nodes not using DTN2 will continue to use Prophet 
implementation with dynamic routing. 
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Sweden: In the Swedish test bed, the focus will be solely on testing the reindeer tracking 
application. In March, the teams from partner Universidad Politecnica de Madrid (UPM) will 
arrive to Sweden and perform tests on equipment and solutions together with Tannak.  
 
The tests will include a first prototypes from UPM, in about ten copies. Given that Tannak’s 
own prototype has reached the required stage at the time, new animal tracking equipment 
developed by Tannak will also be tested during 2010.  
 
Note: The fall and winter 2009-2010 developed unfavourably why the reindeer are since 
November 2009 kept in corals and extraordinary locations by the Gulf of Bothnia cost, in 
stead of the normal winter land close to Jokkmokk. This is not to the disadvantage for the 
tests and, the reindeer are, thanks to the measures taken, in good conditions but, one should be 
aware that the overall situation is demanding for the reindeer herders.  
 

7.3 Summer tests 2010 – Milestone 8.5 

The overall aim of N4C Task 8.5 “Large scale real-life tests” is to “perform large scale real 
life tests in the two test beds using capabilities previously validated in the laboratory”. [ref to 
DoW]  In the N4C DoW, the following outline was planned for the summer test progression: 

• First summer  ie 2008 - basic set-up 
• Second summer ie 2009 - test bed infrastructure  
• Third summer ie 2010 - capability to function as application test bed  

In reality, applications have been integrated in the tests from start. However, the critical 
measure is the ability to serve long term for non-staff end users. Thus, the criteria that N4C 
applies for Summer test 2010 is that they shall be “of Living Labs type” (as stated in the N4C 
DoW page 16, on “Research indicators”).  
 
Except applications tests, which WP8 prepares the conditions for, the responsibility of WP8 
with regards to the individual end-user is described in Subtask 8.5.1 which is: Provision of 
basic Internet services (email, web caching) to remote villages and places. To achieve this 
goal in Living Labs type quality, in the vast Swedish test bed require intensive cooperation 
between teams. For this purpose, the LTU and Tannak teams will co-work with TCD and 
Intel using the test set up developed by TCD and Intel for Summer 2009, in larger scale (more 
nodes involved and for longer period). Static routing model will be used for delivering data 
traffic to and from the test site in order to avoid any data loss. Dynamic routing will be used 
only for experiments within the test field. To agree on one routing paradigm was a necessity 
to create a large enough staff pool, for being able to concentrate on the use experience during 
the tests contrary to being absorbed by “technical fixes”. With Living Labs type of conditions 
we mean stable enough technology performance so that the use situation will be close to 
“every-day” experience that is, give room for exploration, development of certain use habits 
and finally assessments from the users. Another goal is creating larger number of logs and 
other recordings of the technology (software as well as hardware) from real use. The Summer 
test 2010 will when reported, be one of the major inputs achieved in DTN assessment. The 
technical coordination is with TCD, and the location coordination is with LTU.  
 
The overall Summer 2010 preparations are organized with executive responsibility in each 
TCD, Intel, LTU and MEIS. The executive person at LTU works from location in Jokkmokk. 
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Tannak first prepares Winter tests 2010 and joins the Summer 2010 team as the work 
proceeds. Other partners participate as required.  
 
The preparations and execution time schedule: 
 

• September 2009 – Consortium meeting in Dublin (TCD and Intel premises) where the 
principal strategy was agreed 

o Preparations as agreed with email and other contacts between countries 
• January 2010 – Test teams meeting in Tromsö (Norut premises) including technical 

workshop, ethical guidelines, and risk analysis session. In immediate connection an 
international workshop on “Test beds in rural communities and Arctic conditions” will 
be held at the Norut premises (Deliverable 9.4.2). 

o Key test participants travel for practical preparations in labs and to mount and 
transport equipment 

• Test teams assemble on locations in Sweden and Slovenia in June 2010-01-11 
o Tests are carried out June 2010 to September 2010  

• Results are included in applicable WPs’ Deliverables and for the specific WP8 results, 
in D8.4 Test Results due Month 34. 
 

As the achievement of Living Labs conditions is a measure of the project success, LTU puts 
in one researcher who is not former project staff to follow and finally report on this part of the 
process. The steps will be as follows: 

• Information about the Living Labs concept 
• Guidelines for Living Lab tests with feedback on planned activities 
• Follow-up on the tests when running, feedback to teams (for the Slovenian site this 

will take place using a guide for report/questionnaire) 
• Assessment  
• Report input to final WP8 report 

 
The technical choices will build on achievements from previous years (see chapter on 
technical choices above).  
 
The Lapland test bed will build on the TCD set up with additional experiments with dynamic 
routing conducted by LTU. The same geographical area and local partners will be included as 
2009. For the traffic, as previously, the local helicopter company that runs tours in the area on 
regular basis is contracted (delivery of food supplies to villagers, post delivery and other). The 
overall TCD/Intel set up from 2009 is shown in figure 7.1. Part of the e-mail strategy is 
shown in figure 7.2 and the strategy for web infrastructure is shown in figure 7.3. 
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Figure 7.1: Overall set up from 2009, slide by Dr. Stephen Farrell, TCD 
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Figure 7.3: Strategy for web infrastructure 2009, TCD solution. Slide by Dr. S. Farrell, TCD 
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