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ABSTRACT  

Starting in May 2008, N4C is a 36 month research project in the Seventh Framework Programme 

(www.cordis.lu/fp7). In cooperation between users in Swedish Lapland and KoĽevje region in 

Slovenian mountain and partners,  the project will design and experiment with an architecture, 

infrastructure and applications in field trials and build two test beds. 

This document constitutes deliverable D3.3 Prototypes Final Version. It is a report and evaluation 

made by the WP3 partners at the end-term of the project. Based on the feedback given by the 

evaluators in review meeting no 2 in Barcelona June 2010, we have included the requirement list 

related to the application development.  

The report describes the status for development of the applications Hiker's PDA, Meteorological and 
Environmental Data Capture, Web Caching and E-mail.  
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EXECUTIVE SUMMARY  

This document constitutes deliverable D3.3 òPrototypes ð Final Versionó. It is a public report made 
by the WP3 partners: Norut, LTU, Folly and MEIS. Submitted at the end of the project, the purpose 
of the deliverable is to: 

 Report the progress of application development  

 Evaluate the results achieved so far 

 Make suggestions and recommendations for future work 

Work package 3 Pervasive Applications covers the majority of application developments in N4C, and 
are closely connected to software development. The project has developed a limited number of 
demonstrators or prototypes of applications for a DTN environment. The selected applications are:  

 Web Caching, Podcast and E-mail 

 òHiker's PDAó (Applications for Hikers and Herders) 

 Meteorological and Environmental Data Capture 
  

The evaluation concludes that WP3 has performed according to the original plans and given the 

answers to the questions that were raised. Based on the feedback given by the evaluators in review 

meeting no 2 in Barcelona June 2010, we have included the requirement list related to the application 

development.  

 

This document contains the following sections:  

 The Living Lab Perspective 

 Methodology and Software model 

 Description of prototypes. There is one section for each category of applications, which are 
authored by the responsible partners. 

 Future work 
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Networking for Communications Challenged Communities:  

   Architecture, Test Beds and Innovative Alliances  

Contra ct no:  223994  

1.  INTRODUCTION  

Work package 3 Pervasive Applications covers the majority of application developments in N4C that 

primarily require software development.  

This document constitutes deliverable D3.3. It is a report of the application developments made by 

the WP3 partners. 

In the N4C Description of Work [N4C-DOW], Task 3.3 Applications Development is 

described as follows: 
 Ghjdq͇r OC@9 Cdudkno etmbshnmr nm sgd bgnrdm g`qcv`qd okatforms. An 

iterative development process adapted to the overall progress of the 
project will be chosen. Each iteration will include an opportunity for 
user feedback either through foil presentations at project meetings (most 
important through early iterat ions), or through seasonal field test (most 
important through later iterations).  

 Web Caching: The main task of this part of WP 3 is the development of the 
specified functions using any selected pre - existing components as 
identified in Task 3.2.The majority  of this application is intended to 
be transparent to the browser user so that iterative development is not 
so relevant as in Task 3.1. However the interfaces needed for scheduled 
and specific push functionality will be the subject of user feedback. 
Versio ns of the suite will be trialled through WP 8, Test and 
Demonstration.  

 Meteorological and data capture: Meteorological software based on the 
generic DTN stack, performance measurement tools and meteorological 
station software version will be developed.  

Based on the feedback given by the evaluators in review meeting no 2 in Barcelona June 2010, we 

have extended the scope of the deliverable to also include a description of future work related to 

application development. 

1.1  THE PURPOSE OF THIS DOCUMENT  

Deliverable D3.3 òPrototypes final versionó provides an update of the work on the applications 

developed during the project as at the termination of the project, building on previous Deliverables 

D3.1 and D3.2. The purpose is to: 

 Report the status of application development  

 Evaluate the results achieved so far 

One of the goals of the N4C project has been to develop a limited number of demonstrators or prototypes 

of applications for a DTN environment. The selected applications are:  

 Web Caching  

 E-mail 

 òHiker's PDAó  
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 Meteorological and Environmental Data Capture 

 

This document contains the following sections:  

 The Living Lab Perspective 

 Methodology and Software model 

 Description of prototypes. There is one section for each category of applications, which are 
authored by the responsible partners. 

 Evaluation and Conclusions 

 

2.  AN OVERVIEW OF THE L IVING LAB PERSPECTIV E 

 This summary outlines the background and provides a 

rationale for the decision by the N4C project to adopt a Living Lab approach. A thorough analysis 

and evaluation of the Living Lab approach taken by the N4C project is found in a separate report. 

2.1  WHAT DOES LIVING LAB  STAND FOR?  

The 

concept was initially used to observe the living patterns of users in a smart/future home for a period 

of time, while today the trend in Europe is to extend the Living Lab concept to cover experiments 

that ñenhance innovation, inclusion, usefulness and usability of ICT and its applications in the 

societyò (Eriksson, et al., 2005, p. 5).  

There exist several different definitions of the Living Lab concept, but there is currently no single 

agreed, coherent definition. Moreover, the concept of Living Lab can be seen as any combination of 

of a methodology, an organization, a system, an arena, environment and/or a systemic innovation 

approach (for different definitions see e.g. Eriksson et al. 2005; Ballon et al. 2005; Feurstein et al. 

2008). We argue that a Living Lab is both a milieu (environment, arena) and an approach 

(methodology, innovation approach). Drawing on this and on components and principles that 

characterize different Living Labs, we suggest the following definition of Living Lab: 

A Living Lab is a user-centric innovation milieu built on every-day practice 

and research, with an approach that facilitates user influence in open and 

distributed innovation processes engaging all relevant partners in real-life 

contexts, aiming to create sustainable values. 

 

In more detail, a Living Lab is a gathering of publicïprivate partnerships in which businesses, 

researchers, authorities, and citizens work together for the creation, validation, and test of new 

services, business ideas, markets, and technologies in real-life contexts. The purpose of a Living 

Lab is to create a shared arena in which digital services, processes, and new ways of working can be 

developed and tested with user representatives and researchers. Hence, a Living Lab is an 
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environment in which people and technology are gathered and in which the everyday context and 

user needs stimulate and challenge both research and development, since authorities and citizens 

take active part in the innovation process. 

In the European project CoreLabs, five principles for Living Lab were identified: Openness, 

Realism, Empowerment of users, Continuity and Spontaneity. Based on our experience from 

working within Living Lab milieus we argue that the core of Living Lab is based on Realism and 

Empowerment of users, here referred to as User influence.  

2.2  REALISM  

The principle of Realism inform that activities should be carried out in a realistic, natural, real life 

setting, and as such the principle constitute one of the cornerstones for Living Lab. Realism should 

permeate not only the usage situations but the whole innovation process. The underlying aim with 

and rationale for Realism is to generate results ï products, services and processes ï which are valid 

for real markets. Therefore a Living Lab must be experienced by its users and stake-holders as a 

ñnatural environmentò ï today or in the near future. Realism in the innovation process indicates that 

all partners in a Living Lab are included, that is, every stake-holder, be they public bodies, 

companies, venture capitalists, researchers, users or others. Also, the long-term relation between 

partners in a Living Lab (rather than a short-term relation in a single development project) creates 

sustainable value while simultaneously puts higher demands on the harmonization with each 

partnerôs reality.  

2.3  USER INFLUENCE  

The reasons for involving users might differ between different stakeholders and between different 

projects. Therefore it is important to discuss the motivation for user involvement or user 

empowerment in any specific project already when planning the activity. There is need to reflect 

on why you want to involve users as well as why users want to be involved, and how well these 

two perspectives of involvement harmonize with each other. There are mainly three motives for 

user influence, the ethical (or democracy) perspective; the curiosity (or theoretical) perspective 

and the economic (or pragmatic) perspective.  

The first, the ethical motive for user participation, rely on the claim that people have a moral right 

to influence their own destiny, and users have a right to influence technological decisions affecting 

their private and professional life. The guiding concepts are democracy, power to the people, and 

improved quality of life. The second, the curiosity motive for involving users, is built on the wish 

to learn more about the nature of user participation and user influence. Therefore cooperation, 

communication, and mutual learning between participants and contributors are the guiding 

concepts. The third, the economic motive for user influence is to improve both system quality and 

system acceptance. Thus, the objective is to increase designersô understanding of the actual use 

context. This perspective focus more on participation or involvement then on influence and 

participation is predominantly managerial, giving managers the alleged advantages of participation 

whilst they hold on to their power and control (Heller et al. 1998). 

Making a reflective choice on who to involve in a particular study is crucial since that choice will 

have a substantial impact on the project, its process and the result. There are various means for 

categorizing who the users are and who should participate in a particular system development 

study. There exist different user categories and ways of clustering users, one example is the 
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categories of lead users, early adopters, end-users and user representatives, where the first, lead 

users, are users whose present needs will become general months or years into the future (Von 

Hippel 1986). The early adopters (or first buyers) are people who adopt new technologies first of 

all. End-users are people who will actually use the system and can include both content providers 

(data input) and content users (data output). As a concept, the end-user is strongly linked to ñdirect 

participationò by Ives and Olson (1984) and can be extended to include all parties affected by the 

system. User-representative, finally, are people or groups that for one reason or another represent 

the actual users in the design team and act on their behalf. One example of this is when unions 

represent the interest of specific user groups.  

The design process involving user participation can be classified into three categories: design for 

users, design with users, and design by users. This view has gained ground in information systems 

(Bansler 1989) and related disciplines such as Human-Computer Interaction (Bekker and Long 

2000), Product Development (Kaulio 1998) and Ergonomics (Eason 1995). Design for users 

indicates that products and services are designed on behalf of the users. Users are consulted, but 

do not take part in the decision making process. The designers have the active and controlling role 

(Kanstrup and Christiansen 2006) and the users play a passive role and are designated consumers 

of technical expertise (Beath and Orlokowski, 1994). Design with users point to products and 

services being co-designed by designers and users. Even so, the designers play a more active and 

controlling role, while users have a strong role over form and content. The users are óinvolvedô 

(Barki and Hartwick 1989) and óinfluenceô (Baroudi et al., 1986) the design process, and the 

designers operate as change agents, providing support for users and ensuring opportunities for 

making informed decisions (Eason 1995). Design by users involves products and services 

designed by users with designers offering support. The users take the role as innovators while the 

designers are facilitators whose role is to enhance the usersô potential to develop a system that 

meets their expectations and fulfills their needs. At one end of the spectrum the users design and 

develop product or service innovations which are supported by the designers who shape the usersô 

innovations, while at the other end of the spectrum the users becomes innovators and designers 

themselves with the assistance of some supporting organization (Kanstrup and Christiansen 2006).   

2.4  SERVICES IN THE CONT EXT OF N4C  

N4C is focused on the development of ICT services using Delay- and Disruption-Tolerant 
Networking (DTN).  Accordingly the sorts of service that will be deployed in the N4C Living Lab 
context will be digital communication services using DTN. 
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3.  METHODOLOGY  

3.1  THE SPI RAL MODEL REVISITED  

At the N4C technical kick-off meeting at the start of the project it was decided that a spiral 

development model shall be used to guide the routines for the interaction between work packages and 

the generations of solutions that are developed and exist in parallel during overlaps in development 

cycles. 

The software development process was described in the DOW as follows: òAn iterative development 
process adapted to the overall progress of the project will be chosen. Each iteration will include an 
opportunity for user feedback either through foil presentations at project meetings (most important 
through early iterations), or through seasonal field test (most important through later iterations).ó 
Many partners are involved in the development, and have their specific software development 
environments. The software development process will be a simplified version of the spiral model, 
which is iterative. The spiral model is a software development process combining elements of both 
design and prototyping-in-stages, in an effort to combine advantages of top-down and bottom-up 
concepts.  

 

 
FIGURE 1: FROM WIKIPEDIA: SPIRAL MODEL (BOEHM, 1988). 

 
As the spiral model is intended for large and complicated projects, it was foreseen that we would not 
reach the final stages during the N4C project. Within the timeframe and resources available in N4C, 
our ambition has been to reach the stage of òoperational prototypesó. The guiding principle has been 
to adopt existing open source applications, and with a minimum of changes, modify them to run over 
DTN. 
 
As stated in the DOW, the requirements and functional specifications have been described in a òliving 

documentó and updated for internal use throughout the project. The first part of the living document 

was Deliverable D3.1 Functional Specification (Initial) in month 6. The second part was the 

resubmitted D3.1 Functional Specification, delivered in month 16. The third part was deliverable 

D3.2 Evaluation and Progress Report. All three documents are snapshots of progress reflecting earlier 
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cycles of the spiral development process. The present deliverable D3.3 Prototypes Final Version is the 

last contribution to the living document.  

3.2  SOFTWARE MODEL  

The Software architecture is shown in Figure 2. It contains four tiers: 

 The Application layer, named Hikerõs PDA, contains the end user applications.  

 The Middleware layer provides the required bridging between applications on one side and 

DTN or local Ad-hoc networking on the other.  

 The DTN layer provides communication to the Internet or to different CCRs.  

 The Link layer manages the communication on the available physical technology, e.g. WiFi, 

WiMax and Bluetooth.   

 

FIGURE 2: N4C SOFTWARE MODEL 

As stated in D3.1 Functional Specification [N4C-D3.1], the N4C integrated networking architecture is 

intended to treat the conventional Internet infrastructure and DTN as peers rather than presenting 

DTN as an alternative link layer technology.  This is appropriate because of the distinct 

communication paradigms used in the networks and is an important research issue because there are a 

number of other situations (such as mobile networks) where closely related problems are likely to 

arise in the near future: 

 Routing across the boundary between the two types of infrastructure with multiple connection 
points 

 Addressing for the DTN 
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 Mapping between the addressing schemes in the IP and DTN domains 

 

Introduction of a middleware layer simplifies some of the diverse communication challenges, making 

it possible to handle a so-called Hybrid Synchronization Service plus the Auto Discovery. 

The implementation of the software platform is based on Python. The hybrid synchronization service 

in the middleware layer uses XML-RPC for synchronization of meta-data, and http for 

synchronization of user data. The auto-discovery function uses IPv6 and multicast. 

The justification for introducing a four-layer model came partly from writing a contribution to a book 

chapter on pervasive applications [N4C-PCA], and partly from the increased understanding of how 

the software components interacted. Related to the spiral model, we observe that the original three-

layer model was used in the ôfirst turnõ of the spiral and that the four-layer model came in the second 

turn.  

We consider the present software model to be well balanced in the sense that it is sufficiently 

comprehensive and at the same time simple and easy to understand. In other words, the model is not 

too complex and it is easy for the developers to introduce new applications and functions in the 

system. 

 

3.3  REQUIREMENTS  

The functional requirements for application development were elaborated in deliverable D3.1 

Functional Specification. At the last review in Barcelona in June 2010, the reviewers recommended 

that there should be a separation of non-functional and functional requirements. In this section we 

have grouped the requirements in the two categories. We have used the template from   Volere: 

Requirements Specification Template, Edition 13ñAugust 2007 by James & Suzanne Robertson, principals of the 

Atlantic Systems Guild. 

All the requirements are described in more detail in D3.1. 

 

3.3.1  Functional Requirements  

The functional requirements from SNC are: 
1. E-mail - both fully nomadic and delivered to village gateways for pickup by standard hosts 

2. NSIM - Not So Instant Messaging [N4C-EN] 

3. Web caching capabilities for DTN environment [N4C-D3.1]: 

3.a.  Event driven provider pushed information 

3.b.  Event driven user pulled information 

3.c.  Ad hoc user site requests 

3.d.  Ad hoc user search requests 

4. Weather (snow, rain etc. in-field Weather services) 
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5. Health services (location of medical-, physical-, heart starter etc.) 

6. eLearning, Governmental services: etc. 

 
The functional requirements from CroCoPil are: 

7. Geoblog /Photoblog application with Mobile Ad-hoc Wi-Fi Network (Manet) 

8. Auto Discovery (using IPv6 and multicast to automatically discover other devices in the field) 

 
The functional requirements for N4C are: 

9. Establishing membership in a CCR and Initializing the Hikers PDA (requires Internet connection) 

10. Initializing the Hikers PDA (in Manet and DTN mode) 

11. Geoblog, Photo blog (automatic blog with GPS for my location and/or  photo location) 

12. Map with GPS for own location: Maemo Mapper  

13. Point Of Interest (POI).  

14. Message with own location 

15. Information-push (Functionality like iPhone apps: AIM, Centrl, fring and Nimbuzz) 

16. DTN RSS feed (RSS/Atom feeds delivered to you over DTN) 

 
The functional requirements for N4C from MEIS are: 
 

17. WMO (World Meteorological Organization) standard meteorological station using DTN to 

transfer meteorological data [N4C-D8.1] 

 

Initialization of location dependent information  

18. Tourism service providers and Wildlife surveyors 

19. In-field Weather services  

20. Geology, biology, local flora and fauna 

21. Point Of Interests: Location of nearest tourist shelter and food services etc. 

22. Health services (location of nearest medical-, physical-, heart starter, first aid info for field use) 

23. Communications installations: Emergency phones, ICE Coverage maps  

24. Authorities: E-government service (web service) 

25. Fishing- and hunting-permit 

26. Access information (keys to cottages etc.) 
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3.3.2  Non - Functional Requirements  

27. General Constraints, Sizing And Performance  
27.a.   Power Availability  
27.b. Portability 
27.c.  Processor Capability  
27.d. Memory And Non-Volatile Storage Size  

28. ôBandwidthõ And Communication Opportunities  
29. Performance Monitoring  
30. User Community  
31. Error Handling  
32. Security  
33. Help  
34. Interfaces  

34.a.   User  
34.b. Hikers, Hunters, Herders And Rangers Applications  
34.c.  Web Clients  
34.d. E Mail Clients  

35. Software  
36. Boundary Conditions  
37. Candidate Platforms 

37.a.   Internet Gateways  
37.b. Village Gateways And Routers  
37.c.  Dtn-Enabled Hosts  
37.d. Standard Hosts  

38. Internationalisation  
39. Portability  
40. Expandability  
41. Support & Maintenance  
42. Configuration Management 
43. Documentation 
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4.  WEB CACHING AND APPL ICATIONS  

In the network that has become vital to many aspects of modern life (i.e., the Internet) data bits travel 

between different parts of the world with very little propagation delay (time to reach target). This low 

delay means that internet application development is being exploited for essentially real time 

purposes, such as being able to follow the stock market, watch live online broadcasts, communicate 

with people through instant messaging services, making online phone calls, online multiplayer gaming. 

These are all network activities that are often sensitive to any sort of delay or disruption. However, 

even more basic things that in themselves do not require a low delay, such as web browsing and e-

mailing are limited by the inability of transport protocols to cope with very long delays. 

In the N4C project, applications and services for Delay- and Disruption-Tolerant Networks (DTN) 

that do not rely on short propagation delay, have been created especially targeting communications 

challenged regions. This means that it is not possible to use òliveó services. However it is fully 

possible to create an òonlineó experience in these extreme situations.  

The focus of the òWeb caching and applicationsó section of this final deliverable is to show how the 

applications are made, how they work and why they are built to work as they are. To show this in a 

sensible way we try to describe the development cycle in as much detail as possible by including 

technical parts of the prototype as well as the social input we obtained from the òliving labó work 

situation comprising feedback from users and research observation, notes and lessons learned.  

 

4.1  DELAY TOLERANT APPLI CATIONS AND SERVICES  

The pervasive applications that N4C have worked with do not require broadband access, nor can they 

fully exploit what it means to be connected to a fast, low-latency broadband internet service. Users of 

these applications do not have synchronous access to normal internet servers as most people have in 

many urban cities today.  

N4C applications: Web caching, podcasting and NSIM are software applications built to work over 

Delay- and Disruption-Tolerant Networks (DTN) to provide users with services that make it possible 

to surf on websites, listen to audio clips, send/receive email and SMS and use local òinstant 

messagingó.  Applications for the N4C DTN network use storing servers (proxies) that collect data 

from the Internet that can be pushed out to users over DTN regularly.  The method that gives DTN 

users in a communications challenged region (CCR) delayed access to internet services, can also be 

called òstore, carry and forwardó.  

The utility of N4C applications depends on the capabilities of the DTN network nodes, how routing 

schemes come into play and how applications are integrated to work with the DTN. Routing and 

routing mechanisms are not the focus of this document, but understanding how data flows within the 

network is a key ingredient for a successful system integration that involves applications for DTN. 

Because of how the DTN behaves in the real world, it affects the services also. In the N4C project we 

went out of the office and managed the testing of DTN in the real environment (our living lab) to 

gain knowledge about the environment so that we can determine what services are realistic to develop 

and deploy within the N4C scope. The various applications described in this document have been 
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developed, tested and refined during all the three annual cycles of testing that have taken place in 

N4C, both in the Swedish arctic and the KoĽevje region of Slovenia. 

 

4.2  APPLICATION NETWORK TOPOLOGY  

The illustration below gives an overall view of how the DTN nodes running the applications relate to 

each other. The main application server is the Lime gateway, situated in the Luleå Technical 

University (LTU) office. This computer hosts NSIM, Web cache and Podcast applications. Lime is 

the first and most important gateway to the Internet for N4C-LTU DTN applications.  

 

FIGURE 3: NETWORK TOPOLOGY FOR APPLICATION USED IN THE N4C TRIALS 

The connection between the DTN border node and the Lime gateway is made through a Virtual 

Private Network (VPN) connection over a 2.5G EDGE link (LTU uses Telia mobile service). Using 
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this VPN, all the DTN nodes the share same local subnet IP range (e.g., 192.168.2.x addresses given 

to each DTN device). These DTN nodes run the Prophet DTN infrastructure which implements the 

PRoPHET routing protocol [draft-irtf-dtnrg-prophet].  From the DTN border node helicopters 

usually pick up the data traffic and physically transfer the data to a CCR (remote village). This is all 

done on the routing level using PRoPHET, and does not concern the individual application. All the 

application needs to do, is to tell Prophet the correct destination. See [N4C-D2.3] and [N4C-M8.x] 

for more technical information regarding this. 

4.3  END - USER INPUT AND USER SITUATION  

N4C-LTU has since the beginning of the project been strongly connected to the interactive research 

and the living lab field of research (for background of the first field, see Action and Interactive 

Research ð Beyond practice and theory). These two fields have no doubt influenced us as developers 

to go forward in certain ways. But it can also be helpful to describe the type of work we have done 

and how we have done it. 

When it comes to development of DTN services N4C-LTU needs to have a high focus on end-users. 

We as developers try our best to build the applications and services so that the prototypes will work in 

real situations. Some input about the user situation comes from predecessor projects such as SNC and 

Crocopil, but much of the most valuable input for us involved with setting up N4C tests comes from 

field trials, where we have direct contact with the user and become familiar with the user situation. We 

gain a better sense of what a nomadic life means, from being in the field than from just reading papers 

and reports. The result of this is reflected in the prototypes we are presenting in this document. For 

each prototype application there is an iterative development cycle, where development takes place 

before, during and after trials. Most of the practical work is done before the trials, but during the trial, 

while we are communicating with end-users we gain useful insights from their thoughts about the 

usability of possibilities of the applications, that almost immediately turns into helpful input for the 

next iteration of prototypes. For instance, the typical user in our field trials is very weather dependent. 

The harsh weather in the arctic areas often decides when something should or should not happen, so 

that is a big part why N4C-LTU develops localized weather services that give a lot of useful data. It is 

also why we bring end-users external weather data forecasts with the help of web caching. For the 

same reason, we bring news in both audio and text with podcasts and web caching, when other media 

cannot reach out. The human ð nature - machine aspect is one way to look at it; we do not try to 

force a lot of unnecessary functions on the user. Instead we try to develop the services so that DTN 

technology can act as a helpful link between nature, themselves and the outside world.  

 

The information and knowledge that has been generated from the N4C tests has to an extent been 

used as input to the prototypes we are presenting in this document. Other information that we were 

unable to integrate in the prototypes have instead become suggestions for future development, so 

these prototypes should not be seen as absolute final software. 

4.4  DISTRIBUTION OF PROT OTYPE SOURCE CODE  

In follow up work after the N4C project has ended, most of the prototype source code and 

applications will be collected and added to a wiki-page by N4C-LTU developers [N4C-WIKI ]. There 

will be how-to guides written to extend the usability of the material. This internet page will provide 

public access and is aimed at DTN developers and advanced DTN users. 

http://tools.ietf.org/html/draft-irtf-dtnrg-prophet


N4C   11/04/2011                            Page 20  of 110  

 

 

     

D3.3 Prototypes Final Version  <n4c -wp3 -D3-3>  Version 1.3  

4.5  WEB CACHING LTU PROT OTYPE  

The LTU web caching prototype is a service developed for the living lab test bed in the N4C project. 

It provides limited access to delayed web pages for remote inhabitants in the Arctic region. Here is a 

brief overview of what the concept means for N4C-LTU: 

4.5.1  The concept of web caching  

Since many web pages are predominantly made up of fairly static content, even though they also have 

dynamic content in them, it is relatively easy to fetch web pages from the Internet, and store it to the 

hard drive. initially on the Internet gateway but later on usersõ machines in the DTN. This is what web 

caching is really about, to store web content for later use. 

4.5.2  The practical implementation with DTN in N4C  

The N4C-LTU web caching prototype provides people (users) in the arctic trial sites with limited 

access to information from the internet web. Limited access means that while it is possible to transfer 

a lot of web pages over DTN, it is not reasonable to do so because of cost in time and bandwidth 

(which could have caused interference with other parts of DTN prototype trials). Therefore, the 

default setup has a limited list of web pages that will be transferred to users on a daily basis. This type 

of constraint is an example of something that we have learned working in the arctic region during the 

trials. Another important factor of how web caching has been implemented during trials is the users, 

as they provided the human part of feedback that have an impact on the prototype versions. 

4.5.3  Theoretical work for future development  

With the N4C project begun work with theoretical scenarios, shown in D3.1 ð functional 

specifications [N4C-D3.1]. These specifications have been Building a basic service that can be used by 

anyone interested to implement it to their DTN. That could mean implementing new functionality 

and scenarios, handling certain other types of web sites and supporting a growing number of users 

and their needs. 

4.5.4  Supporting expandability  

Expandability is important for the service to be useful in the long run. Web caching application 

should be made up of free applications such as web proxies and operating systems that can be 

modified and controlled by using script languages etc. To provide the tools and knowledge gained 

from the N4C for any user/developer community that wants to build upon the existing solution can 

be important foundation work for future DTN web caching and services.  

 

4.5.5   Components of web caching  

The components presented in this section are combined to provide the functionality of the final 

prototype DTN web caching used in the latest N4C-LTU trials (WP8 test and demonstrations).  

4.5.5.1 Wwwoffle server/cache engine 

This application is installed on LTU internet connected gateway (Ubuntu Linux) that N4C-LTU 

researchers has control over. It fetches data from web sites and stores it in a special location on the 

hard drive. Wwwoffle is configured by its config-file, where we can choose which kind of file types it 
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will be allowed to download from web sites, set limitations on the file/cache size and how many 

threads it will use. [Wwwoffle] 

4.5.5.2 Wwwoffle client/cache engine 

The same software as described in Section 4.5.5.1, but configured for use in a client computer existing 

in the DTN realm (meaning it is always in òofflineó mode). It serves the cached web pages to the 

userõs web browser whenever the user òsurfsó using the N4C Web GUI.  

4.5.5.3 Web cache update script (server) 

This script activates and deactivates the Wwwoffle engine regularly. It allows us to specify how much 

of a web page we want to get (the depth). When activated, Wwwoffle updates the web sites we have 

specified and downloads any existing user web requests, makes a package of the Wwwoffle cache and 

sends the package to the DTN. 

4.5.5.4 Web unpack script (client) 

This unpacks the package to a location on the receiver computer. It also notes down the time for the 

event. 

4.5.5.5 Web GUI component (client) 

This is a web page portal component that exists on the user's DTN-enabled computer. From this 

portal updated pages can be accessed with the Wwwoffle cache, and new pages can be requested.
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4.5.6  Web caching use - case model  

In D3.1, data flow diagrams were made to show certain desired scenarios for web caching. The 

implemented models are based on the diagrams made for D3.1 but updated to be show how the 

N4C-LTU web caching application prototype actually looked like during the latest trial. 

Network-pushed Regular: 

The data flow diagram òNetwork-pushed Regularó is the most used of the models implemented in the 

N4C-LTU web caching application. The diagram basically describes on a general level, how data flows 

through the system when it is used. During the summer trial 2010 this type of web caching was used 

daily, which meant that the content of chosen web sites was updated daily and pushed to the DTN 

computers in the CCR. The gateway is the starting point of regular pushed material. A script is 

configured to download updates and then send them to the clientõs cache (via DTN/Prophet of 

course). 

 List of chosen web sites can be edited 

 Time for pushing out content to DTN can be modified 

 Number of times it should send out content can be modified 

 

FIGURE 4: NETWORK-PUSHED REGULAR (WEBCACHE) 
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Ad Hoc Site Request: 

The data flow diagram explains on a high level how the web request function was used in the summer 

trial 2010. The initiator in this case is the DTN user who tries to reach any web page that doesn't exist 

in the local cache. The request is intercepted by the cache engine, sent to the gateway for processing 

by the gateway cache engine. 

 

4.5.7  Expandability  

With the DTN progress and user demand, web caching software used in N4C project allows for   

increasing functionality. As web caching is merely applications using the DTN as a transport, it is 

possible to develop new models for new cached web functionality for end users as the network 

matures and grows. Web services development is a big challenge in cases where the application 

connection has such a delay, that the time delay gets too long and the data is no longer relevant (e.g., 

online banking and messaging services). Developers for DTN web caching could develop òplug-insó 

that tell the DTN application software when time-delay is an issue, so the application can behave 

differently depending on location. This could enhance the transparency for the users going to/from 

communication challenged regions.  

 

FIGURE 5: AD-HOC SITE REQUEST 
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4.5.8  Evaluation of web caching service  

2006-2007 

Discussions between reindeer herders in Jokkmokk municipality set the basic requirements for the 

web caching service. It was a part of an earlier, larger ICT requirement that aimed to make use of 

DTN to provide Remote areas with email and web access. The first working prototype of web 

caching for DTN was created in the predecessor project Sapmi Network Connectivity [SNC] in 

collaboration with LTU. It was field tested during summer 2006 and consisted of one way web 

caching. 

2007-2008 

SNC did a second summer test with web caching available. The prototype made use of scripts and the 

Wwwoffle application installed on òWRAPó single board computers. Tablets were provided to let 

users and developers access the service through wireless LAN, connected to any of the WRAPs. The 

internet connection at the border node this time was a fast broadband NMT. In 2007, requirements 

for web caching were captured from the SNC project and from earlier and were put in the N4C 

project as different wishful scenarios (see [N4C-D3.1]).  

2008-2009 

In 2008, web caching development was started, using older SNC equipment and code. This was 

necessary get a reasonable good start which then made the service usable in the kick start of 2008 

summer trial. The trial included users (mostly tourist) in the arctic region camps Staloluokta and 

Saltoluokta. Field experience and user involvement generated input to the N4C web caching and 

upcoming work in relation to functional requirements and actual development of the service.  

2009-2010 

In the beginning of 2009 a limited winter trial took place in Jokkmokk. Although the test was focused 

mostly on hardware in cold environments, it gave a hint as to how stable software was running on the 

machines in these temperatures. 

Between the first and second N4C summer trials, web caching development was progressed by N4C-

LTU. The second trial was extended so as to be more ubiquitous or pervasive:  the service was now 

installed and configured on all user computer DTN nodes, with an improved user interface and a 

selected number of pages which depended on previous user requests, test experience, page content 

and bandwidth limits.  

2010-2011 

The final prototype of web caching application, which is described in above sections, was tested in 

last and biggest N4C summer trial. This test was focused more on users and obtaining valuable 

feedback than previous N4C trials. Web caching was now accompanied with a new and updated GUI 

with English and Swedish web sites, a prototype of the web request functionality (see scenarios in 

D3.1 - Functional specifications) and finally improvements to the pervasiveness of the web cache. 

Extended testing was done with local users in the CCR village Staloluokta, to whom we gave 

computers to use during their several weeks stay. Testing was even done with tourists, with a 
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computer installed in the tourist cabin, although the primary focus in this trial was the local users. For 

several weeks, these end-users could use web caching application prototype, which brought daily 

information and news without the need for us developers to be present with them. All that was 

needed was a quick how-to introduction for each family that included how to operate the software 

and how to re-charge the computer. 

 

4.6  PODCASTING N4C LTU P ROTOTYPE  

Podcasting, a term that was invented with the increasing popularity of the Apple iPods and other 

media players, is a way to push digital audio files (e.g. MP3) to internet connected applications. It is 

also known as "personal on demand broadcast". Podcasts doesn't require one to tune in to an 

internet radio broadcast, since the audio clip is instead downloaded onto the device with the help of a 

RSS feed which triggers the client to download a new or updated item as it becomes available.   

With a ôstandardõ Internet podcast application plus RSS feeds, users of the application have access to 

the latest audio clips, such as a favourite news program, talk show or sports results. The media can be 

played at any time after the application has downloaded it. The best thing for users of podcast tools is 

that everything is handled automatically once subscription(s) have been set up.  

For end-users living in a remote region, radio is often a source for news and weather information. 

While weather and local news are things that can have an impact on peopleõs lives and movement 

within the area, other radio shows are naturally broadcasted, such as live events and entertainment. 

Unfortunately radio listeners are often subject to radio shadow in these extreme areas that limits the 

utility of these broadcasts. In some scenarios radio is not even an option for the kind of media 

mentioned above. Generally, radio is an important source for information because of its properties of 

being very ubiquitous.  

Podcasting is a prototype application developed by N4C-LTU for DTN use. The aim is to provide 

users of DTN services with the ubiquitous ad hoc òradioó experience. This application has been on 

 

FIGURE 6: WEBCACHE DTN DEVELOPMENT TIMELINE  
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trial in the test bed during two summers, and that has generally broadened the use of DTN a bit from 

an end-user perspective. Additionally, it has at the same time provided a useful application to the 

people staying in the remote arctic region (N4C test bed). Following is a list of N4C-LTU aims with 

DTN Podcasting: 

 Expand the use of DTN as deliverer of services ð making not only text and/or images 

available, but also audio in the package of easy available podcasts on end-user computers.   

 Enable radio broadcasts (as podcasts) to be sent using DTN with push and request 

techniques to communication challenged regions. This would in practice mean that a network 

administrator adds a RSS feed from a provider of a podcast. The audio file is transferred over 

DTN to end-users. It could also mean that end-user initiates a request to subscribe to a 

podcast, and that this will be found in a static or dynamic list available in the user web GUI. 

Podcasting should be used as a complement to Radio, but not as a single solution for 

everyone. 

 Use of open source, free software - implemented similar to the web caching application, in 

order to create room for ideas and possibly expanding the application in the future. There are 

already many useful applications that handle podcasts in a way that is helpful to the server 

administrator. They should be easy to implement to a server/client environment.  
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4.6.1  Podcast use - case model  

This high level scenario model gives an overview on how our podcast application prototype works in 

practice. The two Data flow diagrams represent the real life test in communication challenged regions 

by N4C-LTU.     

Network-pushed Regular Podcast: 

 

The control point of the regular pushed podcast operation is the gateway, where podcast 

subscriptions can be added, removed or edited. This was administered manually at the LTU gateway 

(2) before the N4C trials so during the trial podcasts would periodically get sent to DTN computers 

in the field (the CCR). 

When DTN-enabled computers receive the podcast, Prophet stores them in the directory on the local 

hard drive (3). After, when end-user refresh or access the Web GUI, the podcast can be accessed 

through a link on the page (4). 

 

 

FIGURE 7: NETWORK-PUSHED REGULAR PODCAST 
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Network-pushed Request Podcast: 

 

This is the scenario when an end-user selects one podcast feed from the request menu in the web 

GUI (see GUI screenshot). 

4.6.2  Components  

The podcast application is made up of free software and scripts, similar in concept to those used in 

the web cache application.  

Component overview:  

4.6.2.1 gPodder 

A free software application for x86 systems. Its main task is to download audio and video content 

(podcasts) from the Internet and store it on a hard drive. It is Available for most Linux distributions, 

FreeBSD, for Windows, on Nokia Internet Tablets (N800 and N810) and on the Nokia N900 mobile 

computer [gPodder]. The main usage for gPodder is to automate the download procedure of podcasts 

 

FIGURE 8: NETWORK-PUSHED PODCAST REQUEST 
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(audio files in our case) whenever new ones appear on the web. The executable application exists on a 

stable internet-connection. The gPodder application is used by N4C-LTU as a base for DTN 

podcasting. It is installed on the LTU gateway which is marked in the use-case models on previous 

pages. It has many features but there are a few core advantages that are important for N4C-LTU 

purposes: 

 Free and open source (GPL) ð it aligns with N4C project's general aim to be an òopenó 

project and support future development for DTN podcast applications. 

 Focus on usability ð meaning that the application is easy to implement and use in N4C-LTU 

DTN podcast application. 

 Supports RSS, Atom, YouTube and Soundcloud feeds ð makes it easy to add and manage user 

requests for N4C-LTU podcast application. 

4.6.2.2 DTN podcast server script  

This N4C-LTU script interacts with the gPodder application and forwards new podcasts to the DTN 

(via Prophet application). This script is installed to the same server, LTU gateway, as gPodder. It is set 

to execute once per day. When it runs it will check for new podcast requests, add podcast requests 

and download new episodes from the providers (if there are any). The script will then append a date 

on each filename and move the files to Prophet folders, which mean that they will be sent to the 

DTN network.  

4.6.2.3 DTN podcast client script  

On the client side (in a CCR), podcasts is shown to the users in the web GUI whenever the DTN has 

transferred them to the local host computer. Playback is then possible through the GUI by clicking 

on the generated links (which is done by the client script). The link opens a window where the sound 

starts playing. We are using a free software MP3 decoder that has been installed as a part of the 

podcast application on each DTN end-user computer. 

4.6.3  Expandability  

The podcast service is one of many typical services that could be used within DTN. This particular 

prototype exists with the òpushó model plus the basic request functions. This means that 

predetermined podcast shows are being sent to the DTN n number of times per day, and those end-

users can request a new podcast show. This type of service, can be expanded to include even other 

scenarios like ad hoc type of use, by letting users add their own wishes for podcast shows, by sending 

a request to an administrator of the DTN network or by searching from a database of podcast 

subscriptions within the DTN. This could mean that a user existing on a DTN can connect to the 

web GUI with a web browser and tell the application what he/she wants to see or listen to. Much like 

the web cache application, podcasting can be very demanding of the DTN due to file sizes, especially 

if the delays are long and files are buffering up at a location in the network (often at the border node). 

The problem occurs then if the data òmulesó, such as the helicopters don't have enough time to 

transfer all the data with the wireless link during landing and take-off. Applications such as podcasting 

needs to be managed in such way that it matures with DTN, so that the faster network, more 

functions (=traffic) can be added. 

 

http://soundcloud.com/apps/gpodder


N4C   11/04/2011                            Page 30  of 110  

 

 

     

D3.3 Prototypes Final Version  <n4c -wp3 -D3-3>  Version 1.3  

4.6.4   Evaluation of podcasting web service  

 

2008-2009  

After completing the first N4C trial in 2008, feedback and requests were extracted from impressions 

from field work and reports. This information led to ideas, where the Podcast application was one of 

the ideas that seemed like a reasonable one to implement for a number of reasons: 

1. The point of the podcast application is to expand the DTN service concept.  

2. Provide users with material that use other senses (their hearing) using audio.  

3. Using podcast is relatively easy on the network, keeping in mind the slow 2.5G EDGE connection 

that was the bottleneck in many cases the N4C trials. 

2009-2010  

In 2009 the podcast application first prototype was made, and was used during the 2009 summer trial 

along with the other DTN applications. The prototype was based on the web cache one-way provider 

pushed scenario principle. The setup was almost just as basic. Providers (Swedish Radio in our case) 

would òpushó out podcasts to our LTU server, through gPodder. The DTN podcast script would 

then set a date stamp on the filename and push it to a podcast application folder of Prophet. Files 

would then be in hands of prophet that would deliver the files to remote DTN nodes and displayed 

on a web GUI. One suitable podcast radio that we used was the Sapmi news (Samiska Nyheter) from 

Swedish radio, since the content itself was perfectly connected to the environment of our trial, and of 

natural interest to the end-users. Technically, the podcast show also had a reasonable file size that 

allowed podcast to be sent over DTN without too much stress on the network. The trial with podcast 

generated interest from testers in the field, but also from Sapmi community, so we decided to develop 

DTN podcasting further. 

2010-2011 

For the final N4C summer trial Podcast application was made more user friendly by improving the 

client Web GUI to handle incoming files better, by sorting them by date. The experimental request 

functionality was also implemented, giving users opportunity to request a podcast feed. For the 

prototype, we needed to limit the flow of podcasts coming into the network, mainly because of how 

feeds are requested. In the client there is a static list of feeds that one can choose from. Another 

reason for that is that the DTN network only could handle smaller files, mainly due to syncing with 

the helicopter node at the Ritsem base (see Application Network Topology), so we had to set a limit 

to how many feeds that we were subscribing to. However, the usage of podcasting showed us that it 

was possible to send relatively large files on a daily basis. And while talking to the users, we 

understood that the service was tried out, including successfully requesting and receiving podcasts. 
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FIGURE 9: PODCAST DTN DEVELOPMENT TIMELINE 

 

4.7  NSIM  

NSIM (Not So Instant Messaging) application was first developed as a very simple communication 

application that enabled people involved in SNC project [SNC] deployment to communicate within 

the DTN test field. Drawback of this popular SNC application was that it only allowed addressing of 

network nodes and not the users. Hence, certain users had to share certain nodes which were a 

drawback from the privacy point of view. However, the concept and need of NSIM application on 

the field was proven.  

4.7.1  Components of NSIM  

Within the N4C project, the NSIM application was redesigned and rewritten from the scratch. To 

shorten the development time, part of the graphical interface and email libraries were borrowed from 

an open sourced project called [Nuntius Leo Creator]. To run full NSIM service, two different 

applications are needed: 

4.7.2  NSIM  

The first one, called NSIM, is a client application that is very similar to any email client and should be 

installed on every client machine. A client application itself is enough if users want to send messages 

only within the DTN region.  

4.7.3  NSIMGW  

In order to allow NSIM user to send and receive emails or send out SMS text messages to a mobile 

phones, NSIMGW application needs to be installed on the gateway connected to the internet.  
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4.7.4  Block diagram of NSIM  

The following overview illustrates how the NSIM components are connected. The CCR end-user has 

the NSIM component installed directly on the computer (Client N) and gateway NSIMGW 

application are installed on the N4C-LTU gateway computer. 

 

4.7.5  Evaluation of NSIM application  

2008-2009 

The Not so instant messaging service was originally meant for developers to test the functionality of a 

setup between nodes in a DTN. A developer can choose a specific node from a list of known DTN 

nodes and send a text message, and the receiving end can read it when it arrives. During summer trial 

in 2008, NSIM was seen as a purely technically focused tool but nevertheless it has seen some usage 

even from users. N4C-LTU aimed to keep using NSIM for development reasons, but we knew it 

might be that it could be useful as a foundation for a messaging system even for other cases in the 

future as well. It is closely tied to the addressing scheme used for DTN nodes as compared to e-mail 

that uses a more general addressing scheme. NSIM was therefore restricted to communication with a 

DTN enabled area. 

2009-2010 

Not so Instant messaging service remained the same as in previous summer test. Users were able to 

send short messages from one node to another within the DTN domain. Testing the concept of 

broadcast feature on the DTN network allowed users to send messages to all the nodes within the 

domain at once. It turned out that this can be a really useful feature for sending announcements for 

users, but could potentially allow spam attacks. During the trial N4C-LTU recognized the potential in 
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FIGURE 10: BLOCK DIAGRAM OF NSIM SERVICE 
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the NSIM application. Impressions and experience from then field tests with users gave us a lot of 

ideas for a new version. 

2010-2011 

The new (for 2010) NSIM application allows users to sign in with their own user name and password. 

When a new user is created for NSIM, administrator needs to assign one or more (if needed) DTN 

nodes that user will be reading its messages on. This feature is important for the users that are mobile 

within DTN region and are not using the same machine all the time. At the same time, any user can 

send out a message from any machine from their own user name account. Administration of NSIM 

userõs accounts is possible from any DTN node on the field or the gateway connected to the Internet 

which was crucial in the last N4C summer test when most of the users were added to the NSIM 

system on the field. 

The list of available NSIM recipients in the field is always available to other users and is offered in a 

drop-down list when sending out a NSIM message. Features that we are used to having in email 

services such as reply and attachments are also available in the latest version of NSIM application. 

The fact, that sent NSIM messages that can be delivered peer-to-peer, without reaching the gateway 

machine, makes NSIM messaging service much faster and reliable than emails where round-trip time 

was at least a day in our scenarios. The NSIM service was widely used for in-village communication 

from our test crew in some cases of quick user support (instead of walking on the other side of the 

village). Instead of traditional use of PMR walkie talkies that doesnõt provide any privacy, reindeer 

herders used NSIM service during the last N4C summer test when they were organising calf marking 

event. 
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A very popular feature in new NSIM service was an option for sending out short text messages (SMS) 

to mobile phones outside the DTN area. This feature was widely used among hikers and tourist for 

letting their families to know that they arrived safely. The fact that most of the hikers are carrying 

their mobile phones while they are hiking (although there is no cell phone coverage on most of the 

test field area) helped people to retrieve recipientõs phone number, which was not the case with email 

addresses. 

Another new feature was an option to send and receive emails. To simplify email user management all 

the emails were sent out and received in the DTN area through one email address. When email was 

sent out, gateway application attached an id from the user to the subject, that was later used for 

retrieving the destination address of the receiver when someone replied to an email from the field. 

Although this very simplified user management and gateway email server set-up, it turned out as 

something very problematic when and if someone modified subject of the replied email. 

4.7.6  Expandability  

The NSIM application has gone from being just a development helping tool to a useful messaging 

client for end-users and it has found a place in the state of the art DTN real life applications. There 

are some features that would be nice to have, such as multi-platform messaging (several different 

client os), integration with web GUI, administration tools, bug fixes etc. NSIM can also be installed 

quite easily in a DTN ad-hoc network such as those that N4C-LTU are working with in the arctic 

area. Being developed with the user in mind and with open code for an open platform makes it fit 

well to the general DTN developer area. 

 

FIGURE 11: SNAPSHOT OF NSIM CLIENT USER INTERFACE 
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4.8  LOCALIZED APPLICATIO NS  

The two test beds in northern Sweden and in Slovenia used technical tools such as weather sensors to 

measure the environment. The generated data from these weather stations were then sent over DTN. 

While in Slovenia it is more of an environmental research task, in the arctic test bed of Sweden we 

make the data available directly to the end-users, as a service. In conjunction to the weather data 

N4C-LTU also put up web cameras for the trials in strategic locations, which allowed end-users to 

view the latest snapshots from the local area in Staloluokta and the helicopter base in Ritsem. 

4.8.1  Components used in local applications  

To monitor the weather conditions on the field we deployed two web-cameras and one weather 

station. Images from the web-cameras and meteorological data were sent every one hour to the 

gateway, were they were uploaded to our web server. Having this kind of information available was 

crucial for analysing problems of deployed system when test crew was not physically present on the 

field. It allowed us to estimate how much solar and wind power our outdoor nodes managed to 

harvest, and potentially detect damage from the water (oxidation of connectors) or wind (broken or 

twisted antennas). 

 

 

 

FIGURE 12: WEATHER STATION MOUNTING IN TEST FIELD  
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As we found out, simple short term weather prognoses (based on barometer), wind speed and 

direction and temperatures, were very helpful on the field for hikers. Due to a huge delay in DTN, 

web-cache service that included long term weather prognoses available web-pages were out-dated. 

 

4.8.2  Use case model  

This use-case scenario illustrates how local applications are connected in the prototype that was used 

by N4C during summer trial 2010: 

 

4.8.3  Expandability  

The localized applications have been developed with research and end-users in mind. In general, 

DTN such as in N4C test bed always will have some localized applications because every test bed has 

some unique features, with at least images of a different landscape, DTN hardware equipment and 

measurable weather. Services beyond these are much up to the end-users and their wishes for the 

particular region they live in. We think that no DTN solution will look entirely the same anywhere in 

the universe; instead it will exploit unique area data and/or local traditions to maximize the potential 

of a developing CCR. 

 

FIGURE 13: LOCAL APPLICATIONS USE CASE DIAGRAM 
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4.8.4  Evaluation of local applications  

Local services that provide end-users of the DTN with webcam images and weather information has 

been developed by N4C-LTU since 2009. The data produced by the services has been very 

appreciated by people living in or visiting the region, since it has a òdirectó connection to the DTN 

nodes they are using, meaning that users doesn't need to wait long time to get the data in their own 

computers.  

 

4.9  GRAPHICAL USER INTER FACE AND HUMAN - COMPUTER 

INTERACTION  

When a DTN end-user wants to use the web services, the user needs to be able to locate them 

quickly, be able to interact with the services properly, with no particular difficulties compared to a 

computer connected to ònormaló Internet. In order to provide good usability the GUI must provide a 

clear straight forward design with high usability and deliver a satisfactory response to the end-user. 

The end-users of N4C-LTU DTN services are greeted with a òhomepageó after the click of a button 

that turns the computer on. The GUI will help them to complete their task, connecting the user to the 

different DTN services. Our aim for the Web GUI is: 

 Providing a òhomeó portal for DTN users. Equipment that is used in N4C final prototypes 

comes pre-loaded with DTN and services software, all accessible through a GUI. They can 

access, DTN services like caching, podcast, email and messaging. 

 Installable on a òvillage routeró or an end client computer, depending on DTN setup (i.e. 
infrastructure with server/router or ad-hoc with no central application service cache). 

 Collecting services or access links to services in one place for easy access. 

 Provide a clear design that makes it easy to use for a user and possible to expand for a 

developer as the network grows.   
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4.9.1  GUI use - case model  

This use-case scenario illustrates how the graphical user interface connects to DTN applications and 

with the end-user. This was the case scenario during summer trial 2010: 

 

FIGURE 14: LOCAL APPLICATIONS USE CASE DIAGRAM 
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4.9.2  GUI screen captures  

Screen captures taken from one Asus EEE client computer used in N4C-LTU summer test 2010, 

welcome page: 

Web cache: 

 

 

FIGURE 15: WEBCAHE GUI SNAPSHOT 
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Podcast: 

Local weather service: 

 

 

 

FIGURE 17: LOCAL WEATHER SERVICE SNAPSHOT 

 

 

FIGURE 16: PODCAST GUI SNAPSHOT 
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Webcam service: 

 

 

FIGURE 18: DTN WEBCAM SNAPSHOT 

4.9.3  Components of GUI  

The web GUI that N4C-LTU are using is basically a web page build with XHTML and PHP scripts 

and can exist on any N4C DTN user computer, or be served from a central host. This prototype is 

built so that user computer serves their own GUI. Each end-user DTN computer comes configured 

with web server and PHP engine for accessing the GUI. DTN software (Prophet) is installed on the 

side, with no interference with the GUI.  

4.9.4  Apache web server  

This open source software is installed to all user computers. It is easily available to the Ubuntu 

operating systems that we are using on Asus EEE netbooks. N4C-LTU has configured Apache to run 

at start-up, and its mission is to serve the web GUI to the web browser. It is served from localhost 

with use of a virtual directory called òn4có. This means that web GUI is accessible at 

http://localhost/n4c at each DTN user computer. 

4.9.5  Firefox web browser  

This is open source software that we use on the end-user computer. It has the task of displaying the 

files of the web GUI to the end-user. It is configured to automatically start as the computer operating 

system boots up, and when started it accesses the web GUI so that the different services are 

immediately visible to the user. 
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4.9.6  Web GUI  

These are the files that make up the visible presentation for the user. It is based on simple, straight 

forward design with XHTML, PHP scripting. It links together the DTN applications available to the 

user: Web caching, Podcasting, NSIM, Weather and Webcam (see GUI screen captures). 

4.9.7  Expandability  

 ̧ When new services are developed for DTN, they should be easily available on a GUI. The 

platform independent XHTML and PHP languages purpose in our case are to serve and show 

services such as podcast and web caching for end users.  

 ̧ PHP scripts and mark-up languages can be used for controlling what kind of functions the 

user can access, or to hide unnecessary complexity. This can of course improve the usability 

since it will become more obvious to the end users what they can or cannot do. 

 ̧ For users with mobile devices (that are compatible with DTN applications) web GUI can be 

built with added support for smaller screens with smaller resolutions, preferably following 

mobile web best practices, and mobile web developing guidelines.  

 ̧ The GUI has a possibility to become better integrated in the operating system of the DTN 

enabled user computer. The aim is of course to provide a seamless transition from an internet-

enabled area to a non internet-enabled area (I.e. CCR). The big challenge here is to make the 

computer to be able to know where it is, what state it is in, and if it should switch to òDTNó 

mode or not. For the user, the advantage would be that no special attendance would be 

necessary other than on regular hardware level such as battery energy and power on/off 

states. 

 

4.9.8  Evaluation of  WEB GUI  

2008-2009 

Since the N4C project start in 2008, a simple GUI exist for local people, tourists and developers, to 

try the functionality of the DTN applications. In 2008 most activities was presented on a simple 

HTML web page, basically a list of links that forwarded the user to a web cache which served a copy 

of the web site that was chosen. Little or no development time was spent on improving the GUI, 

since the first N4C trial for the LTU team had a more technical focus. This meant getting hardware, 

network and the software to run together was considered a much more critical thing in the beginning 

of the trial. However, during the field test, many tourists used the simple interface and a prophet 

application GUI (for messages). N4C-LTU was then present guiding users to try delayed 

communications.  Although we did not have an explicit agenda to collect feedback about GUIs during 

the first summer test, impressions were created both from talking and interaction with end users 

which were mostly tourists in the camps of Saltoluokta and Staloluokta.  

2009-2010 

In preparation for the second N4C-trial, the GUI was redesign from the SNC style. We did a 

rebuilding of the web page and continued with a simple design with XHTML and PHP. The goal was 

to provide a more service oriented DTN solution, for tourists and local habitants. Prophet was during 
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trial an additional application for messaging with its own GUI. The main changes to the UI were how 

it was interconnected to rest of the DTN software. Now most DTN software was moved to local 

computers (Asus EEE with Ubuntu). e.g. software such as WWWoffle and Prophet now was included 

to the ad hoc DTN system we aimed for in the second trial. So, when a person use the DTN on the 

computer it is working against the localhost (explained in the web cache application section) This 

means that the visual output of content and the DTN portal is happening instantly. Prophet 

application running in the background handles the communication to other devices trough wireless 

connectivity. For debugging reasons the Prophet is always accessible for staff, and even to the users. 

It visually outputs status about connectivity to other DTN nodes and bundle data transfers in real 

time. This was necessary even though it potentially could bring complexity to some users. 

2010-2011 

Heading towards the last N4C trial, our aims were to take a big step forward in terms of usability and 

user involvement. With this in mind, N4C-LTU made improvement to the user aspect of things. First 

of all we all end user trial computers, the Asus EEEs were set to boot up into the web GUI directly 

from off mode. All the users need to do is to press a physical button.  When the OS is booted, 

Firefox is automatically started with the DTN web portal/GUI. Prophet is also booted automatically, 

and does its thing in the background.  

 

 

FIGURE 19: DTN GUI DEVELOPMENT TIMELINE  

 



N4C   11/04/2011                            Page 44  of 110  

 

 

     

D3.3 Prototypes Final Version  <n4c -wp3 -D3-3>  Version 1.3  

5.  VILLAGE WEB SERVICE  

5.1  INTRODUCTION  

In addition to the web request service1 used in the 2009 trial, a pushed content service was provided 

during the 2010 trial. This offered users the option to browse a selection of pre-fetched websites as 

well as requesting new sites (using the web request service). The pre-fetched sites were gathered using 

a crawler (similar to the method used by the web request service). These were then pushed out to on a 

daily basis to update the gateways and village routers.  

5.2  USE - CASE  

The group of users involved in this use-case consisted of anyone within range of one of the village 

routers with access to a device capable of connecting to a router over Wi-Fi. These included members 

of the local community, those involved in the trial and hikers in the area.  

Once a user had established a Wi-Fi connection between their client device and one of the village 

routers, they were able to use their web browser of choice to request web pages. If the URL they 

requested happened to be one of the pre-fetched sites in Table-5.1 they would receive this page 

immediately.  However if the URL they requested was not known they would be redirected to the 

N4C trial homepage. This homepage provided the user with a link to the web requester3. It also 

offered the user a link to a list of pre-fetched sites. This allowed the user to begin browsing 

immediately. 

The village routers serving up this content were not directly connected to the internet. So immediately 

prior to their deployment they were pre-populated with content. This was then updated on a daily 

basis in order to keep users up-to-date on news and weather. 

The updates were generated by a web crawler on a fully-connected node. This was located within 

Trinity College Dublin and was connected to the gateway in Northern Sweden through a VPN.  

 

http://www.yr.no/place/United_Kingdom/ 

http://www.yr.no/place/Sweden/Norrbotten/Staloluokta/ 

http://www.yr.no/place/Sweden/Norrbotten/Jokkmokk/ 

http://www.yr.no/place/Sweden/ 

http://www.yr.no/place/Ireland/ 

http://www.yr.no/place/Germany/ 

http://www.yr.no/place/Europe/  

http://www.thelocal.se/RSS/theLocal.xml 

                                                
1 Report on an Arctic Summer DTN Trial, Farrell et al. Springer Wireless Networks 2011 
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http://www.smhi.se/vadret/vadret-i-

sverige/land/fiveDaysForecast.do?geonameid=2680465&redirect=false 

http://www.nsd.se/allt.rss    

http://www.indigenousportal.com/component/option,com_kusoma/id,1/lang,/  

http://www.expressen.se/1.573280?standAlone=true  

http://www.dn.se/nyheter/nyhetsdygnet/m/rss/senaste-nytt 

http://www.dn.se/m/rss/toppnyheter  

 

TABLE-5.1 PUSHED CONTENT URLS: THIS TABLE CONTAINS THE LIST OF SITES FROM WHICH THE 
PUSHED CONTENT WAS EXTRACTED 

5.3  COMPONENTS  

5.3.1   Web Crawler  

Once a day a web crawler would run at its scheduled time of 05:00. Using the wget command this 

would download the pre-specified websites in the above table.  These were stored locally ready to be 

pushed out to the routers.  

As bandwidth was limited, it was important to minimise unnecessary retransmission of data. 

Therefore only website components that had changed since the previous day were pushed. This 

included modifications and deletions as well as new content. 

To achieve this, a second scheduled task was run at 06:00 that calculated the difference from the 

previous day. For this we used the Mercurial (http://mercurial.selenic.com/) version control system. 

Once the websites had been downloaded Mercurial was used to calculate which files had been 

removed, modified or added.  

An XML meta-data file was written detailing the updates from the previous day and with each entry, a 

hash of that file was included for verification. This was then added along with the updates to a tar 

archive file. 

Finally the pending updates were committed and pushed to the local mercurial repository. 

5.3.2   Sender  

Once the tar archive was created it was sent to the destination gateways and routers. This was done 

using dtnsend to transmit the archive file inside a bundle. As the route to the village routers went via 

the gateways, custody requests were used to improve reliability. Then once a gateway had successfully 

received a bundle and sent it on to the routers (via the data mules), any retransmission request from a 

router could be answered directly from a gateway. This prevented the need to retransmit pushed 

content bundles from source. 

http://www.nsd.se/allt.rss
http://mercurial.selenic.com/
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5.3.3   Receiver  

Upon reaching the destination gateway or router to which the bundle had been sent it was delivered 

to an application listening specifically for pushed content. This application extracted the tar archive 

from the bundle and unpacked the contents.  

The included meta-data file was read and using the hash values contained within, integrity checks were 

performed to verify the files had not been corrupted in-transit. If this test passed the updated files 

were moved to their destination, within the local Apache directory structure.  

Although modified files could have been merged with existing ones; it was deemed safer to replace 

the entire file as there is frequently human intervention required during such merges.  

5.4  RESULTS  

 

FIGURE 20: SUMMER 2010 PUSHED CONTENT TRANSFERS: 

This graph displays the pushed content bundles sent and received each day during the summer 2010 

trial. Bundles were sent from basil (shown above in red) and received on the gateway and router 

nodes (shown in green). The blue stepped lines represent the up-down state of the relevant nodes. 

This is useful in order to confirm that the node was powered on for at least enough time in a given 

day to receive the pushed content bundle. It is clear from the chart that after some initial testing, the 

schedule on basil operated smoothly, sending one pushed content bundle to each receiving node per 

day.  
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 Count Min 

(KB) 

Max 

 (KB) 

Average 

(KB) 

Median 

(KB) 

Sum 

(KB) 

Std Dev 

(KB) 

Router-4 3 5429 6025 5763 5833 17289 304 

Router-3 10 164 6273 4952 5564 49526 1829 

Router-2 15 4622 11447 6075 5833 91136 1571 

Router-1 0 - - - - - - 

Gateway-2 45 155 11447 5177 5769 232981 2429 

Gateway-1 15 158 11447 5225 5885 78378 3138 

Basil 64 155 561984 29255 5885 1872370 108785 

Router-5 59 155 9356 5372 5833 316967 2096 

TABLE-5.2 SUMMER 2010 PUSHED CONTENT TRANSFERS: THIS TABLE SUMMARISES THE NUMBER OF 

PUSHED CONTENT BUNDLES SENT AND RECEIVED DURING THE TRIAL. THE SIZES, GIVEN IN KB, 
REPRESENT THE PAYLOAD SIZE OF THE PUSHED CONTENT BUNDLES SENT.  

As all bundles originated on basil this should represent the superset and include the overall maximum 

and minimum values. This is confirmed in Table-5.2. 

As router-5 was a test node in Dublin that was directly connected, the high number of received 

bundles may be disregarded.  

The number of received bundles is significantly higher on the gateways than on the routers. This 

reflects the gateways having a more reliable connection to basil than the routers. 
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FIGURE 21: THE SUMMER 2010 PUSHED CONTENT ACCESS: 

This graph shows the number of HTTP GET requests made against the pushed content websites. 

These numbers have been generated from the Apache access log files on the various nodes. It is 

interesting to note that while most of the content was accessed during the attended period, there was 

still content accessed via the routers even during the unattended period. 

Node Accesses 

router-4 515 

router-3 4787 

router-2 6587 

router-1 267 

gateway-2 489 

gateway-1 24 

basil 0 

router-5 1817 

 

TABLE-5.3 HTTP GET REQUESTS: THIS TABLE SUMMARISES THE TOTAL NUMBER OF HTTP GET 
REQUESTS MADE AGAINST EACH NODE DURING THE TRIAL.  
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5.5  CONCLUSION  

The number of times the pushed content web service was accessed during the trial points to it being a 

useful service. There does not appear to be a clear correlation between the arrival of bundles with new 

content and any increase in access. The one exception to this is seen on router 2 at the end of July; 

this period shows a clear increase in content access following the delivery of new content. This may 

be a result the helicopters flying in new users along with the content. 

 

6.  VILLAGE EMAIL  

6.1  INTRODUCTION  

Building on the village email service provided in 20092 the 2010 trial was extended in a number of 

ways. Firstly, local account creation was introduced. This gave users the opportunity to create an email 

account on-site during the trial. Secondly mail synchronisation meant that email activity on one node 

would be mirrored across other nodes in the network. This synchronisation included account 

creation, meaning that if a user created a new email account on one node, they could access this 

across all other nodes. Thirdly a web-mail interface was provided. This allowed users to send and 

receive email without the need to configure their email client. 

6.2  USE - CASE  

The group of users involved in this use-case consisted of anyone within range of a village router, with 

access to a device capable of connecting to the router over Wi-Fi. These included members of the 

local community, those involved in the trial and hikers in the area. 

6.2.1   Account Creation  

As in the 2009 trial, account creation prior to the trial was supported. In addition to this, live account 

creation during the trial was done through a web-based interface. Users could navigate to this by first 

connecting to a router or gateway node over Wi-Fi and opening their web browser. The user would 

then be redirected to the N4C Village homepage which contained a link to account creation.  

Users were required to enter a user name, password and their full name (screen-shot below). An email 

address was created from the user-name. For example, if the user entered the name "fred" the email 

address created would look something like fred-r1@village.n4c.eu. The ô-r1õ appended to the user-

name represented router-1. This was done to avoid name collisions if accounts were created from 

remote sites.  Users could optionally add another email address, such as a Gmail account, which could 

be used to reset their password. Users were encouraged not to reuse existing passwords for security 

reasons.  

Once users had completed this form they were asked to review and confirm the details they had 

entered (excluding their password). 

 

 

 

                                                
2 Report on an Arctic Summer DTN Trial, Farrell et al. Springer Wireless Networks 2011 

mailto:fred-r1@village.n4c.eu
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FIGURE 22: FIGURE MAIL ACCOUNT SIGNUP: THIS SCREEN-SHOT IS TAKEN FROM THE WEB FORM 
THAT NEW USERS WOULD FILL OUT WHEN CREATING A NEW ACCOUNT. 

 

6.2.2   Mail Synchronisation  

This covered the synchronisation of both email and new accounts. On a scheduled basis changes to 

the Dovecot message store (http://www.dovecot.org/) would be wrapped within a bundle and 

propagated throughout the network of routers and gateways. For instance, when a new mail message 

was sent, a copy remained in the local sent message folder. By synchronising this store the other 

nodes in the network would receive a copy of this sent message. Then if a user sent an email while 

connected to router-2 and sometime later was in range of router-3, they were able to view this email 

in the sent folder, just as if they were still connected to router-2. 

Similarly when a user created a new account, the account details were propagated in bundles to the 

other nodes within the local network. This meant that a user need only create a single account. In 

addition this allowed users to access their email through nodes they had never before visited. For 

example if a user created an account on gateway-2 and began receiving email to their new account. 

Upon later arriving at router-2 for the first time, they would be able to access their account and read 

any new messages that had arrived in the interim. 

6.2.3   Web Mail  

Once a user had created an account, they could navigate to the web-mail login page. This was 

powered by SquirrelMail (http://squirrelmail.org/) and offered a simple and familiar interface with 

which users could create and read their email. 

This functionality simplified the experience for email users by removing the need for them to re-

configure their local mail client. It also enabled users to share devices while retaining email privacy as 

no mail is stored on the client device. 

 

 

 

http://www.dovecot.org/
http://squirrelmail.org/
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6.3  COMPONENTS  

6.3.1   Mail Transfer Agent  

Postfix (http://www.postfix.org/) was the mail transfer agent (MTA) used during the trial. This was 

configured to send outbound email over the bundle protocol. Mail destined for external addresses 

(not *@village.n4c.eu) was sent via the mail gateway node: Rosebud. While mail sent to internal 

addresses (*@village.n4c.eu) was distributed locally. 

6.3.2   Message Store  

Dovecot was chosen to be the message store for the summer trial. Instances of one single message 

store were synchronised throughout the nodes in the internal network. This synchronisation process 

was managed be the time-based job scheduler, crontab. Periodically message store updated were 

created, wrapped inside bundles and distributed throughout the network. 

6.3.3   Web Mail  

SquirrelMail provided a web front-end that could be linked into the message store. Written in PHP, it 

provides support for both IMAP and SMTP. It offers good browser compatibility and has no 

JavaScript requirement. 

 

6.4  RESULTS  

The following three graphs show the propagation of newly created email accounts as they were 

synchronised with other nodes in the network. The red lines indicate a user creating new account and 

the green liens represent that account then being synchronised with the other nodes. 

 

FIGURE 23: SUMMER 2010 MAIL ACCOUNT CREATION BASIL: 

In this graph we see the accounts created on basil during the start-up phase of the trial. These were 

synchronised with the gateway nodes but it is likely that the bundles transmitting the account 

information expired before reaching the routers.  

http://www.postfix.org/
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FIGURE 24: SUMMER 2010 MAIL ACCOUNT CREATION ROUTER-2: 

The account creation graph for router 2 shows the bundles containing the new account information 

reaching almost all nodes in the network.  

 

FIGURE 25: SUMMER 2010 MAIL ACCOUNT CREATION ROUTER-3: 

As router 3 was based in Skuolla it follows that most of the accounts created on this node were during 

this period. The propagation pattern shows effective synchronisation, with most bundles reaching 

their destination within a number of days. 
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FIGURE 26: SUMMER 2010 EMAIL RECEIVED BY NODE: 

This graph shows the number of emails received by each node on a given day. As basil was a fully 

connected node with no delay or disruption to consider it provides a good baseline as to the number 

of messages entering the network.  

 

 

TABLE-6.1 EMAIL RECEIVED PER NODE: AS WELL AS SHOWING THE AVERAGE NUMBER OF EMAILS 

RECEIVED PER NODE PER DAY THROUGHOUT THE 59 DAY TEST PERIOD; THIS TABLE ALSO 

DISPLAYS THE AVERAGE NUMBER OF EMAILS RECEIVED ON DAYS THAT THERE WAS AT LEAST ONE 

EMAIL RECEIVED. THIS IS SIGNIFICANT AS IT ENSURES THERE WAS A CONTACT MADE ON THAT 
DAY. 

Router-4 0 15 43 11 0 2.30 0.73 3.91

Router-3 0 24 72 15 0 3.81 1.22 4.80

Router-2 0 14 77 16 0 3.33 1.31 4.81

Router-1 0 21 52 13 0 2.92 0.88 4.00

Gateway-2 0 33 83 8 0 5.02 1.41 10.38

Gateway-1 0 8 28 7 0 1.52 0.47 4.00

Basil 0 1041 11977 49 229 182.56 203.00 244.43

Router-5 0 1039 1077 7 0 135.20 18.25 153.86
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FIGURE 27: SUMMER 2010 EMAIL RECEIVED BY ADDRESS: 

During the trial there were a total of 60 unique email accounts created. The number of emails received 

per account per day is shown above. So as not to disclose personally identifying information the 

account names have been assigned a number in the range [1, 60] using a randomized mapping. It is 

clear that some accounts received a great deal more email than others; this is likely due to some users 

forwarding their existing email accounts to their village.n4c.eu account. There may also be a spam 

component although for the purpose of the trial we are less concerned with the email content and 

more with the delivery. 
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TABLE-6.2 EMAILS RECEIVED PER ADDRESS [30, 60]: TABLE SUMMARIZES THE INFORMATION 

DISPLAYED IN FIGURE-6.5. AS WITH TABLE-6.1 THE AVERAGE NUMBER OF EMAILS RECEIVED PER 

DAY IS GIVEN BOTH FOR THE TOTAL NUMBER OF DAYS IN THE TRIAL (59 DAYS) AND NUMBER OF 
DAYS IN WHICH AT LEAST ONE EMAIL WAS RECEIVED. 

 

 

 

 

 

60 0 3 7 5 0 0.46 0.12 1.40

59 0 14 94 25 0 2.77 1.59 3.76

58 0 1 4 4 0 0.25 0.07 1.00

57 0 1 1 1 0 0.13 0.02 1.00

56 0 1 1 1 0 0.13 0.02 1.00

55 0 26 221 19 0 7.14 3.75 11.63

54 0 1 1 1 0 0.13 0.02 1.00

53 0 1 2 2 0 0.18 0.03 1.00

52 0 11 26 9 0 1.62 0.44 2.89

51 0 1 4 4 0 0.25 0.07 1.00

50 0 4 13 6 0 0.74 0.22 2.17

49 0 4 13 6 0 0.79 0.22 2.17

48 0 1 5 5 0 0.28 0.08 1.00

47 0 5 23 12 0 1.00 0.39 1.92

46 0 2 5 3 0 0.38 0.08 1.67

45 0 1 4 4 0 0.25 0.07 1.00

44 0 4 16 9 0 0.74 0.27 1.78

43 0 7 27 9 0 1.38 0.46 3.00

42 0 1 5 5 0 0.28 0.08 1.00

41 0 2 5 4 0 0.34 0.08 1.25

40 0 4 14 8 0 0.73 0.24 1.75

39 0 1 1 1 0 0.13 0.02 1.00

38 0 4 13 6 0 0.74 0.22 2.17

37 0 4 20 10 0 0.86 0.34 2.00

36 0 1 1 1 0 0.13 0.02 1.00

35 0 2 2 1 0 0.26 0.03 2.00

34 0 1 1 1 0 0.13 0.02 1.00

33 0 4 11 6 0 0.68 0.19 1.83

32 0 1046 11430 49 210 181.03 193.73 233.27

31 0 1 4 4 0 0.25 0.07 1.00

30 0 7 25 8 0 1.39 0.42 3.13
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TABLE-6.3 EMAILS RECEIVED PER ADDRESS [1, 29]: THIS TABLE IS A CONTINUATION OF TABLE -6.2 
AND COVERS THE REMAINING EMAIL ACCOUNTS. 

 

6.5  CONCLUSION  

Of the three extensions introduced this year all proved successful. The on-site account creation made 

the service accessible to more users, increasing the usage throughout the trail. The mail 

synchronisation proved more successful between some nodes than others. This was largely due to the 

flight pattern the helicopters took, and therefore the data mules. However mail synchronisation from 

the routers back to basil (and therefore the internet) worked well. Finally the option to send and 

receive email using the web-mail interface turned out very popular; providing a simple way for anyone 

to access the facility. 

30 0 7 25 8 0 1.39 0.42 3.13

29 0 6 33 10 0 1.50 0.56 3.30

28 0 2 2 1 0 0.26 0.03 2.00

27 0 1 1 1 0 0.13 0.02 1.00

26 0 1 1 1 0 0.13 0.02 1.00

25 0 2 2 1 0 0.26 0.03 2.00

24 0 1 1 1 0 0.13 0.02 1.00

23 0 1 1 1 0 0.13 0.02 1.00

22 0 3 7 4 0 0.49 0.12 1.75

21 0 1 1 1 0 0.13 0.02 1.00

20 0 1 1 1 0 0.13 0.02 1.00

19 0 1 1 1 0 0.13 0.02 1.00

18 0 1 1 1 0 0.13 0.02 1.00

17 0 1 1 1 0 0.13 0.02 1.00

16 0 2 6 4 0 0.40 0.10 1.50

15 0 1 1 1 0 0.13 0.02 1.00

14 0 2 7 5 0 0.42 0.12 1.40

13 0 7 20 9 0 1.15 0.34 2.22

12 0 5 20 9 0 0.98 0.34 2.22

11 0 2 5 4 0 0.34 0.08 1.25

10 0 3 4 2 0 0.41 0.07 2.00

9 0 4 14 8 0 0.73 0.24 1.75

8 0 9 19 6 0 1.41 0.32 3.17

7 0 1 4 4 0 0.25 0.07 1.00

6 0 1 1 1 0 0.13 0.02 1.00

5 0 2 3 2 0 0.29 0.05 1.50

4 0 1 1 1 0 0.13 0.02 1.00

3 0 2 6 4 0 0.40 0.10 1.50

2 0 3 4 2 0 0.41 0.07 2.00
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7.  PYMAIL NOMADIC EMAIL  SYSTEM  

7.1  INTRODUCTION  

The PyMail Nomadic email system provides a means of forwarding email between one or more 

Internet email gateways and individual machines, usually mobile and nomadic, that are part of a 

Delay- and Disruption-Tolerant Network (DTN) zone.  The system interfaces with a mail server 

(currently the Postfix server is preferred but other similar servers could be utilized) on the gateway 

machine(s) and specially written local, low footprint, essentially single user mail servers and 

dispatchers designed to run on machines such as Internet tablets, mobile phones and netbooks that 

might be carried around by human users in the DTN zone. 

7.2  USE - CASE 

The use-case for PyMail envisages a set of human actors who live, work and/or carry out leisure 

activities in a communication challenged region (CCR) and wish to send and receive electronic mail 

while moving around in a DTN zone.  These human actors are expected to carry a lightweight mobile 

computer of some kind that is capable of running the DTN2 bundle protocol suite but is a relatively 

low powered device. 

Such devices are expected to be equipped with one or other of the conventional email clients (e.g., 

Thunderbird, Evolution, etc.).  This mail client provides the primary user interface for the end users 

of the system.  PyMail specifically does not require any modifications to be made to the mail client 

software, but it will be necessary to configure a new mail account on the client as is usual for such 

clients accessing alternative user accounts. 

An instance of the PyMail system will operate with a specific mail domain in which user accounts are 

provided for each user/nomadic machine that requires to send and to receive email. With the current 

level of development of DTN2 there is a one-to-one correspondence between email accounts, user 

names and nomadic machines.  Future developments of the DTN URI scheme and DTN2 

implementations are expected to remove this constraint. 

One or more Internet gateways are equipped with mail servers that act as forwarding points for email 

being sent to and from the nomadic clients. 

PyMail provides an interface to allow email to be converted from the normal formats used for mail 

transmission into bundles (one per email message per destination in the DTN zone) and routed 

between the gateways and the nomadic machines using DTN routing mechanisms.  The intention is 

that dynamic routing should be used to allow maximum flexibility for mobility of the nomadic 

machines.  The intention is to use PRoPHET routing or similar, but static routing can also be used. 

The intention is that PyMail should support the 'user is the network' paradigm whereby mail bundles 

are transported by any convenient user's machine that has a reasonable expectation of encountering 

the machine to which the email is destined. 
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7.3  COMPONENTS  

The architecture of the PyMail system is shown in Figure 28. 

 

FIGURE 28 ARCHITECTURE OF THE PYMAIL SYSTEM 

Components specially written for this system were written in version 2.5 of the Python language 

(http://www.python.org). Version 2.5 was selected because that is the most recent version that has 

been implemented in Nokia N810 Internet tablet devices that were used as the main experimental 

devices.  It is compatible with versions 2.6 and 2.7 of the Python language but would require some 

conversion to work with version 3.x. (the Python project has an automated tool to assist with the 

conversion). 

In the Internet/DTN gateway the components used are: 

 Postfix email server (open source unmodified server, see http://www.postfix.org/.) which acts 

as the email gateway to the Internet SMTP-based email system.  All email to and from the DTN 

zone passes through the Postfix server. 

 PyMail Postfix Pipe Interface. The Postfix server is configured to pass emails going from the 

Internet to the DTN zone through this component.  It is a small specially written component that 

is instantiated once for each email, receiving the email though a UNIX ôpipeõ and sending it to the 

PyMail Email Un/Bundler over a TCP connection. 

 PyMail Email Gateway Un/Bundler. This specially written component runs continuously 

monitoring the DTN2 daemon for incoming bundles containing emails from the DTN zone and 

listening for connections from the PyMail Postfix Pipe Interface from which emails are received 

from the Internet. The Un/Bundler encapsulates emails received from Postfix into DTN bundles 
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as defined by RFC 5050 and generates DTN EIDs (addresses) algorithmically from the email 

address(es) to provide the destination for the bundle(s) generated. These bundles are then passed 

to the DTN2 daemon for forwarding into the DTN zone.  In the opposite direction, bundles 

containing emails are decapsulated and passed to the Postfix server over a local SMTP 

connection.  The Un/Bundler has facilities for handling retransmission in the event of delivery 

acknowledgements not being received in a timely fashion and duplicate removal if the DTN 

network delivers multiple copies of emails. 

 DTN2 Daemon.  This is an unmodified instantiation of the DTN2 reference implementation.  

The PyMail Gateway Email Un/Bundler registers to receive bundles with addresses that are 

derived from the email addresses used for this DTN zone, and can send bundles to addresses 

linked to mobile nodes that are expecting to receive email in the DTN zone.  The DTN2 daemon 

is configured to route the addresses appropriately.  The intention is that the PRoPHET dynamic 

routing protocol is used to allow messages to be delivered without advance knowledge of the 

topology of the network. However static routing can also be used if appropriate. 

In the PyMail Nomadic email clients the components used are: 

 DTN2 Daemon.  As with the Gateway, this is an unmodified instantiation of the DTN2 

reference implementation.  The PyMail Outstation Email Un/Bundler registers to receive bundles 

addressed to the email client and can send bundles to other email outstations or the Gateway. 

 PyMail Outstation Email Un/Bundler .  As in the Gateway this specially written component 

encapsulates and decapsulates email to and from bundles.  Incoming mail is written into a maildir 

directory/file structure (for a convenient description of the maildir system see 

http://www.courier-mta.org/maildir.html).  The Un/Bundler provides a very simple POP3 

interface to this structure that can be used by any standard mail client.  Outgoing mail is received 

by a rudimentary SMTP server built into the Un/Bundler.  Security is limited to restricting 

connections to applications local to the machine on which the Un/Bundler is located.  Since the 

node will normally be used in a DTN zone by a single user this is deemed to be adequate for the 

present.  The Un/Bundler would normally run continuously.  It is designed so that it will allow 

the nomadic node to enter deep sleep mode when the node is idle. 

 Email Client. Any standard email client can be used on the nomadic node.  All clients that we are 

aware of are capable of receiving mail via POP3 and sending via SMTP. 

It is intended that the DTN2 daemons intercommunicate typically using the TCP convergence layer 

and Wi-Fi physical/link layers.  For truly nomadic operation the nomadic nodes would be expected to 

use Wi-Fi ad hoc mode.  However practical experience has shown that most current devices have a 

poorly implemented version of ad hoc mode and the nature of ad hoc mode means that nodes cannot 

go into deep sleep with the result that battery charge lifetimes are very restricted when using this 

mode due to the regular transmission of beacon signals required to notify potential partners of their 

presence in a symmetrical peer-to-peer system.  In comparison, mobile nodes using Wi-Fi 

infrastructure mode use an asymmetrical system where only the access points send regular beacons 

and idle mobile nodes can go into deep sleep without the need to transmit anything regularly.  

 

 

http://www.courier-mta.org/maildir.html
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7.4  EXPANDABILITY  

The system is designed to be highly expandable.  The main constraint on the number of mobile nodes 

that might be used in a zone is the amount of email that might need to be transmitted to other mobile 

nodes that have relatively limited storage capacity. 

If a very large system was envisaged it might be necessary to improve the PyMail Postfix Pipe 

Interface so that a process is not created for each email despatched.  However, experience with 

comparable arrangements (such as the Sympa email system which uses the same mechanism) indicates 

that this is not a concern until very high email traffic is expected.  In general a DTN zone is unlikely 

to encounter problems in this area for some considerable time. 

7.5  GUI  

The PyMail system does not introduce any specific GUIs.  If the email client on the nomadic 

outstation provides a GUI, then it is used unmodified.  The choice of email client and GUI is left up 

to the user of the outstation, but may be constrained by the operating environment of the mobile 

node used. 

7.6  RESULTS FROM TRIALS AND TESTS  

The PyMail system has been trialled in Folly Consultingõs offices and to a limited extent during tests 

in Swedish Lapland during 2009 and 2010.  Email was successfully sent and received by several 

nomadic nodes.  However more extensive testing was constrained by a number of practical problems: 

 Poor implementations of Wi-Fi ad hoc mode that prevented nodes from different manufacturers 

communicating. 

 Very heavy power consumption from the mobile node batteries when using Wi-Fi ad hoc mode 

making it essentially impossible to use the devices in the intended fully nomadic way due to the 

batteries emptying within an hour or two rather than the two or three days that would be expected 

when using infrastructure mode or cellular telephone. 

 Some problems were encountered with the DTN2 implementation of the PRoPHET dynamic 

routing protocol.  In particular the mechanisms that allow the DTN2 daemon to be shut down 

and restarted, storing the DTN state and bundles in stable storage while the daemon is off-line 

and reloading on restart, did not work correctly for PRoPHET.  This made it difficult to 

compensate for the power consumption problems by shutting down and restarting the daemon.  

The priorities for work in the project did not allow effort to be directed into fixing the PRoPHET 

problems in time for further trials to be carried out using PRoPHET ð which is the only dynamic 

routing protocol currently implemented by any deployed DTN implementation.  

7.7  EVALUATION  

The PyMail system demonstrates in outline the feasibility of a nomadic email system for use in a DTN 

zone.  It complements the Village email system that was more widely experimented with during the 

N4C project. 

The major difference between the PyMail solution and the Village solution is that the end user 

equipment requires extra software to be installed in the PyMail solution whereas the Village solution 

does not ð the Village router provides a ôstandardõ email server whereas PyMail installs a local email 
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server in each mobile node.  The trade-off is that the Village system is only functional when the user 

is in range of the Village router whereas potentially PyMail can be used wherever the user is located 

provided that other users are encountered. 

The main conclusions that can be drawn from the experiment are: 

 Wi-Fi, at least in its current implementation, is not a suitable communication medium for linking 

nomadic units in an ad hoc manner.  The heavy battery consumption makes it inappropriate for use 

in a situation where power supply is very limited, and the resulting difficulties make it unlikely that 

mobile equipment vendors will be willing to expend significant effort to fix the interoperability 

issues that we encountered. The benefits that might arise and capabilities that might be enabled 

from resolving the interoperability problems are just not great enough to justify the effort 

involved. 

 For the ôuser is the networkõ paradigm to succeed, operation of data exchange must not require 

human involvement, and needs to make very rapid connections.  Humans in very remote 

situations are often involved in other matters (such as fighting the weather while walking) and are 

unlikely and unwilling to spend time performing manual operations on their equipment when 

encountering another person.  In bad weather keeping the equipment dry and working is usually 

more of a priority.  Accordingly it is vital that communications between nomadic nodes are 

established totally automatically and data exchange carried out during relatively short encounters 

(a few tens of seconds).  This clearly has security and trust implications which have not yet been 

fully explored. 

 Improvements to the algorithms and implementation of the PRoPHET routing protocol were and 

are needed.  Research work during N4C has greatly improved the algorithms used by PRoPHET 

and is expected to be published by the DTNRG as an experimental RFC.  Further work is in 

progress in making the PRoPHET protocol into a fully robust protocol.  This work was published 

before the end of the project.  Work is underway but has not been completed to update the 

DTN2 implementation of PRoPHET to reflect the new specifications and make the protocol 

usable in future. 

As a result of the problems that we encountered with Wi-Fi ad hoc mode we have been investigating 

alternative communication mechanisms.  At this time there is no available system that satisfies the 

symmetrical peer-to-peer requirements, has power requirements that would allow nodes to operate 

continuously for periods of several days or more on a single battery charge and is deployed in 

commercially available equipment.  The ZigBee system (http://www.zigbee.org) satisfies the low 

power requirement but is generally more suited to sensor type applications in a relatively static 

network organization and has not been implemented in mobile phones and Internet tablets.  The 

original Bluetooth technology is too slow and is also relatively power hungry.  The recently 

standardized Low Energy Bluetooth technology looks to be a good candidate for a suitable 

communications technology that meets the requirements of a Nomadic DTN Email system (and for 

other DTN applications.)  Future research will make use of devices that implement this standard as it 

is deployed from 2011 onwards. The PyMail software has been made available to the community as 

open source software in the N4C code repository.  The software has already been taken up by the 

Bytewalla project at KTH (Kungliga Tekniska Högskolen) in Stockholm, Sweden for use in a mail 

system using DTN implemented on Android mobile phones. 

http://www.zigbee.org/
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8.  HIKERôS PDA 

The Hikerõs PDA is a portable handheld computer (PDA) in a Communications Challenged Region 

(CCR) equipped with a suite of rather simple and intuitive applications that aims to be useful tools for 

hikers, tourists and people that are doing any type of professional job in a CCR.  

 

 

FIGURE 29: HIKER'S APP IN COMMUNICATIONS CHALLENGED REGION (CCR) 

 

When the N4C project was planned in 2007, the partners selected the Nokia N810 as hardware 

platform for Hikerõs PDA. Although the N810 was not perfect in all respects, it was the among the 

best Internet tablets at the time. It was announced in October 2007 and had most of the capabilities 

we needed to realize our ambitions for a Hikerõs PDA: 

Operating system  Maemo 4.1 (codename Diablo) 
Power    1500 mAh BP-4L Battery 
CPU    400 MHz TI OMAP 2420 
Storage capacity  256 MB + 2 GB Flash 
Memory   128 MB Random access memory 
Display   800 × 480 resolution, 4.13 in diagonal, 65536 colours (16-bit) 
Input    Keyboard/Resistive Touch screen 
Camera   640 × 480 VGA Camera (supports photos and video) 
Connectivity   IEEE 802.11b, IEEE 802.11g, Bluetooth 2.0, USB 2.0 
Dimensions   72 * 128 * 14 mm 



N4C   11/04/2011                            Page 63  of 110  

 

 

     

D3.3 Prototypes Final Version  <n4c -wp3 -D3-3>  Version 1.3  

Weight   226 g 
 
The decisive features for the choice were the Maemo Linux distribution operating system based on 
Maemo 4.0, the Mozilla-based mobile browser, the WiFi capability and the GPS navigation 
application.  

 
 

FIGURE 30: HARDWARE PLATFORM FOR HIKERõS PDA IS THE NOKIA N810 

 

8.1  USE CASES  

Potential Users 

The applications are based on user requirements collected from potential users over the last 3-4 years, 

which should guarantee that the applications are based on user needs. 

 

FIGURE 31: N4C USER GROUPS 

The Hiker's Apps were designed with three kinds of user groups in mind:  

1. Private professional users (business): Reindeer herders living and working in the Arctic area of 

Scandinavia and tourist guides who are working (and living?) in the Arctic area of Scandinavia.  

2. Governmental professional users: Nature Park Rangers and the police working in the vast 

wilderness areas in the Arctic area of Scandinavia.  

3. Private users: Tourists who are hiking in the Arctic area of Scandinavia.  

We see that applying the spiral model in the development process has been fruitful for structuring the 

description of the user groups. In the first round, the users were perceived as a general group, based 
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on three different user groups from three different projects. In the second round we have been able 

to structure the users according to the context each group operates within.  

Use Cases 

In order to explain the motivation and ideas behind the Hikerõs PDA, we wrote a scenario that 

illustrated the various use cases in a context that was as close to the reality as possible. The scenario 

was published in Deliverable D3.1, Appendix A in [N4C-D3.1]. Here we will give a résumé of the 

process from scenario, via use cases, to implementation. 

The idea behind Hikerõs PDA is that people who are travelling in regions without any communication 

infrastructure would like to have internet-like services after all, even if the services are not on-line or 

there might be long and unpredictable periods without communication. As pointed out above, the 

user groups we had first-hand experience with, were professional users like reindeer herders and 

Nature Park rangers, and the increasing group of dedicated tourists who are hiking in remote areas. 

We compiled a list of the typical services the users were looking for and named it òHikerõs Appsó: 

 send and receive email 

 browse on useful web pages (cached web) 

 reception of RSS feed (news, favourite channels) 

 postings on the web/blogging (text and photo with GPS and timestamp attached) 

 share maps and POIs (points of interest) 

 information push (apps like: AIM, fring, Nimbuzz) 

To provide such services in a CCR, the information needs to be carried physically part of the way. We 

started out with the ad-hoc approach: òThe user is the networkó. This means that users carry the 

information as they travel along, and synchronize with each other when an encounter with another 

user occurs. Synchronisation can be done by radio (WiFi / Bluetooth) or physical connection (direct 

cable, USB sticks).  Another approach is òThe data muleó ð a dedicated service for physical transport 

of data into a CCR. The data mule will connect to Village routers that are deployed in the CCR, and 

portable devices in the vicinity can communicate with these routers, typically over WiFi. DTN is used 

as communication protocol in both cases. Hikers meeting in the wilderness can also use direct ad-hoc 

communication for sharing information via Hikerõs App. 
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The scenario for Hikerõs PDA has been transformed into more formalized use cases, as shown in 

Figure 32. 

 

 

FIGURE 32: USE CASES FROM HIKER'S PDA SCENARIO 

 
  
The use cases are described in [N4C-D3.1], [N4C-HPU]. Use Cases Goldjärvi, Dærta and Abisko are 
all elaborated during the Norut Summer test 2009, see [N4C-VST].  
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The use cases described in the scenario are: 
 
Initialisation of Hikerõs PDA 
Setting up the PDA with the application platform: E-mail client, PROHET with NSIM, DTN and 
WiFi settings, Hikerõs App and Maemo Mapper.  
 
Registration of the PDA in the CCR. Initialisation of E-mail and web contents that is previously 
requested for the CCR. Download of local Map and POI database, relevant web content (local 
weather forecast, safety and medical services, tourist information, regulations/permits for 
fishing/hunting, newspapers, etc.) 
 

 
 

FIGURE 33: HIKERõS PDA INITIALIZATION  

Use case Goldajärvi: Geoblog sync and NSIM chat 
PDA is synchronizing with another PDA within WiFi range. The Geoblog information may contain 

text and photos, plus identification of the sender, GPS position. NSIM messages are also exchanged.    

Use case Pältsa: Sync of E-mail and web cache  
PDA synchronizes with another PDA or laptop using WiFi. E-mail and web-cache is exchanged. 
 
Use case Dærta: Ad-hoc or DTN sync with meteorological station 
Meteorological field station that records continuous measurements of temperature, air pressure, 
humidity is configured as a DTN node. Data from the station are automatically downloaded into the 
PDA using the web cache service.  
 
Use case Abisko: Posting to the web. E-mail, Geoblog/photos, web requests 
The PDA is connected to Internet, and an automatic upload of Geoblogs, E-mails and web requests 
are activated.  
 



N4C   11/04/2011                            Page 67  of 110  

 

 

     

D3.3 Prototypes Final Version  <n4c -wp3 -D3-3>  Version 1.3  

 

8.2  COMPONENTS  

The components belonging to the Hikerõs PDA are derived from the functional requirements: 

9. Establishing membership in a CCR and Initializing the Hikers PDA (requires Internet connection) 

10. Initializing the Hikers PDA (in Manet and DTN mode) 

11. Geo-blog, Photo blog (automatic blog with GPS for my location and/or  photo location) 

12. Map with GPS for own location: Maemo Mapper  

13. Point Of Interest (POI).  

14. Message with own location 

15. Information-push (Functionality like iPhone apps: AIM, Centrl, fring and Nimbuzz) 

16. DTN RSS feed (RSS/Atom feeds delivered to you over DTN) 

Requirement 11 to 14 were elaborated during the second development iteration, and tested during the 

summer test 2009 in Troms, Norway. Requirement 9 and 10 were elaborated during the last 

development iteration, and tested during the summer test 2010 in Sweden. Requirement 15 and 16 

were elaborated in the web-cache and podcasting services developed by LTU and TCD. 

The applications and use cases that have been developed and tested are:  

 Auto Discovery: Auto Discovery using ad hoc Wi-Fi communication when any other Hikerõs 

PDAs are within communication range. 

 Geo-blog: A simple blog application where the user can enter text, photos, GPS location and 

timestamp. There will be an automatic actualization of the Geo-blog when there is a 

connection opportunity with other Hikerõs PDAs. 

 Send Message with own location: Multicasting a message with oneõs own location to other 

Hikerõs PDAs in the CCR area. The first version is simple, without any interception criteria. 

 Maps for own location: Downloading maps of the area around oneõs own location. 

 POI: Download of Point Of Interest (POI). Extraction of GPS maps with location of interest 

points, from the web cache/internet. For instance, the location of nearest medical services 

(medical, physical or heart starter) can be one type of POI.  

The developers have also taken into consideration and have been working with issues of location 

privacy [EFF], security, battery life time, wireless range and ad hoc connections, all very important for 

the functionality and usefulness of the applications. 



N4C   11/04/2011                            Page 68  of 110  

 

 

     

D3.3 Prototypes Final Version  <n4c -wp3 -D3-3>  Version 1.3  

 

8.3  EXPANDABILITY  

The Hikerõs app is written in Python for the Linux platforms Ubuntu and Maemo. Python was chosen 

because it is good for rapid prototyping, but it is not fully supported for the Maemo platform. This 

made it a bit difficult to port the code to the new Nokia N900. This device was supported by the 

Maemo version 5, but has not got the same Python support as the Nokia N810 with Maemo 4. To 

make this even worse, the Maemo platform will be replaced by the MeeGo platform later in 2011. 

The future Nokia N900 with the MeeGo platform is promised later this year. But still we think that 

Nokia N810 and N900 was the best choice, as it is the only device with DTN software in the 

repository. 

The Nokia N810 has got camera and GPS, but the camera and GPS are not performing very well. 

The camera and GPS on the N900 are improved, so the hardware is performing well. It is a pity that 

the Python software on the Nokia N900 does not include all of the Python software on the Nokia 

N810. 

8.4  GUI  

The Hikerõs application has a user interface with a menu-bar with 6 items to choose the content in the 

main window:  

Nodes: Hikerõs App shows the connected devices (reachable/unreachable), and their locations 
(Distance/Bearing/Speed/Lat/Lon). 
 

 

FIGURE 34: NOKIA N810 WITH HIKERõS APP [N4C-FIA] 

 
The Figure above shows the user interfaces for the N4C Hikerõs PDA (Auto Discovery and Photo 
Sync) application developed for the summer test 2010 [N4C-VST, N4C-M8.2]. The application is 
written in python. The application was tested on Nokia N810, Nokia N900 and Asus Eee PC, 
according to the N4C Plan for summer test 2010 [N4C-WTP]. 
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FIGURE 35: NODES IN SIMPLE MAP 

Nodes in simple map: The nodes are displayed as Linux Penguins with an arrow indicating their 

direction of movement. 

 

FIGURE 36: HIKER'S APP PHOTO 

Photo: Displays what the camera sees. 




















































































